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Abstract: Nowadays, at the dawn of the ІІІ century marketing has been developed into
wide theory, which got in the practice of many economy subjects: commercial and
noncommercial, productive and nonproductive. Therefore the last don’t create material
values, but no less important values: the necessities in state government, military defense,
safety, free of charge medicine, social security, education, freedom of religion are realized,
due to which the safe and proper life of the whole society and partial global necessities
decision are depend. Thus, the subjects of the educational activity play an important role in
the successful development of the society.
Key words: education, service marketing

Introduction. The high variety of the modern social and economic
situation development in the world needs well-trained specialists, the
requirements to knowledge and skills of which are growing. The quality of the
personnel training influences not only the separate economy subjects, but the all
spheres of activity success. Wide range of provided service, profound
specialization, the most modern unique technical opportunities use in education
are some requirements to the nowadays HEIs, which are made to compete at
educational service market. And even if the top principles of the professional
training are: advanced character of study, educational informatization, integrity
and regularity, so marketing has to be in front of these processes for their
success realization.
General remarks: definitions, peculiarities. To understand the
educational service marketing peculiarities is a supposition to investigate the
effective complex of marketing events for HEIs and their successful activity.
Modern educational service marketing is a type of marketing, science and
scientific discipline, which is used by the methodological instruments, research
methodic and diagnostic for specific functions realization.
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The scientists define educational service marketing as a system of
management concerning educational establishments’ market activity (fig.1).
Fig. 1
The investigation concerning structural and logical essence of the definition
“Educational service marketing”
Author,
source
Кotler F.,
Fox K. [1]

Definition

Investigation, planning, implementation and control of the detailed
formed programs to cause values voluntary exchange with target markets
to achieve the goal of educational establishments
Оbolenska Т.E. Development, realization and estimation of the educational service
[2]
through exchange relations between educational establishments and
educational service consumers with aim to harmonize schoolchildren,
pupils’, students’ and auditors’ interests and need satisfaction
Pankrukhin А.P. Philosophy (general principles of market relations as a frame of
[3]
reference), strategy and tactics of relations between consumers (users),
dealers and producers, educational and related services and products at
the market, free choice of priorities and acts from each sides, values
exchange
Tykhomyrova
System of management concerning educational establishment market
N.V. [4]
activity, referred to regulate market processes and educational market
study, which cause the most effective consumers’ satisfaction: personality
in education; educational establishment in development; firms and other
organizations-customers in the human capacity increase; society in extend
reproduction of the total personal and intellectual potential

Owing to variety of the educational activity (as a result of which scientists
define service in pure form (lectures, trainings), and goods (textbooks etc) [5, p.
70]) there are some differences to render educational service essence [6, p. 44].
Bogynya D.P. and Grishnova О.А. consider that professional educational
service is a special good and it saves features of the social benefit. That’s why
the necessity in educational service as in social benefit is expressed as a decision
concerning entering the concrete educational establishment, faculty and
choosing of the prestigious education level [7].
Dmytriev V. [8] thinks that service is an action, process, and a good is a
result of this process (produce, preparation etc). The educational service may not
be the process and the result of this process at once. Such mix leads to
confusion, to many renderings, definition variants, concepts in educational
marketing.
Reshetnikova І.L. and Smyrnova V.М. mention that educational service is
a specific “good”. They have high use value, because they increase the personal
intellectual potential of future workers and specialists [7].
Shevchenko D.А. defines the educational service as a “system-based
aggregate complex product of HEI. It is the process of some knowledge
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acquiring, practical methods of its use, which are able to satisfy person’s aim in
his professional status and growing” [9].
Dmytriev А.Ya. states that educational service is a complex of useful
properties, which have to satisfy consumers’ needs, connected with qualification
reception. Educational services satisfy personal (final consumer), collective
(enterprises-employers) and social (state, society) needs [10].
Thus, educational services have general peculiarities (characterized for all
kinds of service):
- impalpability (insubstantiality),
- inherency,
- inconstancy,
- no safety,
as well as specific (characterized only for this kind of activity):
- long-term service giving (one can get Bachelor degree in 4 years),
- clear periodicity of service giving (academic year is started in autumn),
- dependence of quality from provider (HEI potential) and recipient
(physiological capability of a person) service,
- estimation of the educational service quality is possible only after its
receiving in the process of the HEI postgraduate’s employment.
Unstable «challenge» of market requires eternal activity improvement from
HEI:
- constant mastering of new technologies (distant study),
- extension of cooperation with foreign educational establishments
(Bologna system),
- investigations of the new additional academic courses (close to the future
profession),
- trainings and assistance in participation in the special conferences etc.
«4Р» educational service marketing. The psychologists’ research results
show that priorities in society are changed once in 10 years and each generation
„is behind” from the next one minimum in 2 „steps”. So, the process of the
social adaptation to the future changes should be started in time. That’s why
educational service marketing concept is a creation of such product, which
corresponds the today’s and future generations’ needs, based on world level
science achievements and innovative technologies in study.
Peculiarity of the educational service marketing is that it has to impact all
society members or its huge strata.
Educational service marketing goal is to study and to form the social
thought concerning the necessity to improve professional knowledge, skills, and
abilities during the whole life.
The main task of the educational service marketing to maximize the social
effect, that consists in:
1) maximum satisfaction of the social important needs in education;
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2) large scope and impact on maximum members of society;
3) optimal use of the limited social resources.
The effectiveness of the educational service marketing use is expressed in
the social effect estimation (that, essentially, is a result of influence on people
and provides social priorities changes) and economic effect (for the sake of
which majority of activities is conducted). We suppose that it is necessary to
deal with different types of results from educational service marketing events
implementation and divide them on commercial and non-commercial (some of
them are presented in complete form on scheme on fig.1).

Types of results

Non-commercial
Social
priorities
changes

Cultural level
increase of
population

Commercial

Tax deductions increase from qualification
work amounts grow

Increase of citizens’
awareness concerning
education opportunities

Creation /Increase /
improvement of the
positive HEI, regional
image

Positive psychological climate of
population formation

Education sphere
development

Development and activation of different
(including new) business types

Fig.1 – Types of the marketing activity results in educational sphere
Some goals are similar for different level of the decision making, and so
received results are different only by scale (fig. 2). So, it’s possible to give state
or grant costs (saving of state budget) for some marketing aims (noncommercial) or, vice versa to direct costs from different budgets to realize some
goal (training of the specialists for state order).
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Fig. 2
Possible types of results, received on the different levels by educational service
marketing use
Types of
marketing
results
Commercial

Noncommercial

Levels
State

HEI

Increase of the national profit
Infrastructure development

Increase of HEI profit
Increase of the given educational
service

Development and activation of
different (including new) business
types
Territories development
Creation/increase/improvement of
the positive territory image
Increase of the appeal for investors,
improvement of their awareness
Increase of the cultural level among
population
Forming of the positive
psychological climate among
population

Educational sphere development
Creation of the HEI brand
Increase of the citizens’ awareness
Forming, increase of the citizens’
loyalty

Let’s look through the tasks of the educational service marketing based on
the concept „4Р”.
Good (рrоdиct) – it is necessary to produce the following product,
which:
- corresponds obvious and unobvious and also real and potential needs
of society or its separate members;
- provides an effective exchange and full satisfaction of the most important
social needs [11];
- creates the necessary image (for state, region, HEI, personality) and
aid to provide future activity financing;
- aids to form environment optimized for citizens.
Examples of such products may be: labour forces of the correspondent
qualification (for the state level); social oriented programs of study for jobless
people (for regional level); opening of new specialties training (for HEI).
Prісе – product value is important for educational service marketing,
which allows:
- to create and maximize social effect;
- to win in the business struggle for investments.
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Costs for educational service marketing may be given by:
- state (in case of state order);
- ministries (MES of Ukraine);
- departments (National agency regarding civil service of Ukraine for
personnel training in “Civil service”);
- regional, local governing bodies (for advanced training of their
workers);
- interested organizations and persons (regional and local job centers).
Methods of extension or distribution (plасе) have to provide effective
resources loss. Also the existed infrastructures of the advertising, consulting
and other types of business can be used.
Advancing (рrотоtioп) allows to affect society members by means of
marketing and interpersonal communications (main: advertisement, public
relations, trade promotion, direct-marketing, personal sale, propaganda etc). It is
usually that all instruments and means of marketing communications have to
render specific peculiarities concerning educational services. So, for example,
distinctive features of the advertisement are given in fig. 3 in comparison with
traditional commercial advertisement.
Fig. 3
Main tasks of the commercial advertisement and educational service
advertisement
Main
Commercial advertisement
parameters
Aim
Economic aims
Tasks
People consumer habits
changing
Motivation Stimulation of loyalty to the
trade mark
Essence
Information about peculiarities
and quality
Result
Over-persuasion to buy

Educational service advertisement
Social, political, cultural, state, regional aims
Social priorities changing toward future needs
Expressing of problems at the labour market
Social idea forming
Reminding about necessity of the personal
grow

The estimation of the educational service marketing use includes: economic
estimation (commercial result) and social effect (non-commercial) and in direct
ratio influence HEI future activity.
Study during the whole life. Problems of study during the whole life are
new for the leading countries in the world. In France «Continual education Act»
was adopted in 1971, in Norway «Adults’ education Act» – in 1976, in Finland
the national strategy was adopted, and in China the adults’ study is considered as
the condition of the successful economic development and there are more than
1300 special higher schools for adults, most of which are public [12].
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In Ukraine the development of the continual educational system and study
during the whole life is proclaimed in “National doctrine of education
development” [13].
As a logical continuance of the professional and distant learning programs
since 2006 European Committee has adopted Lifelong Learning Programme,
which united different educational and training initiatives and became one of the
main constituents of the European social model [14].
One of the adopted forms for the lifelong learning is distant study
technologies, which are widespread in the world and will be top in future.
In 2000 Ukrainian searching system “Aim” with content words "distant
learning" (in Russian) showed 1 445 references [15], in 2012 – 212 000
documents on 15 200 sites, and in 2013 – 165 000 documents on 14 800 sites.
Today other searching systems find more documents (fig. 4).
Fig. 4
Results of search with content words "distant learning" (in Russian) in different
searching systems during 2012-2013, number of documents
№
1
2
3
4
5

Searching System
Aim
Yandex
Rambler
Google
Bing

2012
212 000
17 000 000
17 000 000
3 450 000
1 210 000

2013
165 000
6 000 000
Impossible to define
627 000
635 000

The decrease of found documents in all searching systems may be
explained by improvement of the determined material quality (that corresponds
request content) and rethinking of portals work philosophy (for example, today
«Rambler» is media-portal for personalized news).
The variety of documents in the world virtual network, different stage of
their relevance to the educational tasks became causes to hold the next Contentanalysis. The Content-analysis base of the first hundred documents, found by
searching system Yandex with request: “distant learning” (in Ukrainian) for
10.10.2012 (1 million documents) and for 01.15.2014 (993 thousand documents)
are represented in fig. 5.
Analyzing data for 2012, one should point out that most resources belong
to the Ukrainian HEIs, which promote their service in distant learning in Internet
(39 %). Other establishments with analogical proposals (centers, schools,
gymnasiums, courses, companies, colleges, methodical associations – 24%) are
on the second place. Informative base is formed by 20% documents (acts,
articles, encyclopedia materials). The additional information includes 11%
materials (catalogues, projects, portals, forums). The resources for qualification

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 7, 2015

11

upgrading for different workers (4%) and for distant learning of schoolchildren
(2%) make the least number.
Fig. 5
Content-analysis base with request: “distant learning”
№
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

Type of documents
Sites of academies, universities, institutes
Articles, publications
Center sites
Sites of schools, gymnasiums
Legislative and normative acts, regulations
Sites of the distant learning courses
Educational sites catalogues
Projects
Sites of companies, which give service in distant
learning
Resources for distant learning of schoolchildren
Portals of the state and local bodies
Wikipedia
Resources for teachers’ qualification upgrading
Resources for lecturers’ qualification upgrading
Resources for government employees’
qualification upgrading
Site of higher college
Site of methodic association
Forum
Pictures
Other
Total

Part from the whole amount, %
2012
2014
39
34
12
18
7
1
7
5
6
9
5
3
4
5
4
12
3
1
2
2
2
2
1
1

2
2
3
-

1
1
1
100

3
1
1
100

The situation was not changed in 2013, and at the beginning of 2014
numbers of publications (articles, projects etc) was increased in the Internetspace and resources for teachers’, lecturers’ and government employees’
qualification upgrading were disappeared in the free access. Thus, the materials
of advertising and informative character predominate, and educational resources
unfortunately are almost absent.
According to the Content-analysis results we conclude:
- today the concept study during the whole life for all ages is not
completely introduced in Ukraine;
- there are no educational resources of distant learning for all ages in the
Ukrainian-speaking Internet-space are almost absent;
- lack of attention from state and HEIs initiatives concerning study during
the whole life leads to Ukrainian lag development in comparison with leading
countries in the world.
12
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Conclusions. Educational service marketing became modern philosophy of
the Ukrainian leading educational establishments. To have as object the
realizing not only commercial, but also social goals, this kind of marketing
corresponds the modern demands and has to be spread and developed among all
leading countries.
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Abstract. In this article we show results of structural characteristics of bioceramic
protective eggshell layer of hatching eggs, which consists of calcium carbonate in different
crystalline forms. We have experimentally proved that negative factors of environment,
genetic factors and mistakes connected to birds holding technology lead to changes at phase
composition of eggshell calcium carbonate that, in turn, can influence the essential
characteristics of developing embryos.
Key words: hens, hatching eggs, calcite, X-ray diffraction, eggshell.

Urgency of problem: Eggshell is a unique bioceramic composite material
that has the characteristics like high density and solidity, certain mechanical
flexibility and high gas permeability and moisture permeability [1, 2]. These
physicochemical characteristics of bioceramic material of eggshell are
determined by synergic action of two components – inorganic component
consisting of crystalline calcium carbonate (CaCO3), and organic “minor”
component (specific peptides, glycoproteins, lipids, stains and etc) [3,4].
General function of eggshell is gas permeability regulation for embryo in
period of incubation, providing of barrier qualities against pathogenic microflora
of environment, and it also takes part at fluid and temperature balance
maintenance at embryo development zone [1]. Forming of such multicomponent
biocomposite like eggshell takes place during a small time period, and the
influence of many factors (like “internal factors” – genetic, consequences of
diseases, and environmental factors like holding and feeding conditions of birds)
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leads to bioceramic structural failure, which, in turn, provide the failure of
above-mentioned physiological function [5].
In spite of the fact that O. Bordunova and co-authors use one of the
approaches of structural failure correction of bioceramic layer of eggshell –
technology “Artificial cuticle” [6], designed and introduced by O. Bordunova,
that helps to prevent physiological consequences of negative factors before and
during the incubatory period, the details of failure processes have not been
studied enough. In particular, we don’t have enough information about changes
of crystalline forms of calcium carbonate at eggshell thickness because of
negative factors action. The importance of this research is that known crystalline
forms (polymorphous modifications) of calcium carbonate, in particular calcite,
vaterite, aragonite, differ from each other by physicochemical parameters
(hardness by Moos scale, density), morphological and structural characteristics.
The last, in its turn, cause increase (decrease) gas and steam eggshell
permeability, protective qualities againstpathogenic microflora, integral and
local strength of eggshell. Detailed knowledge about eggshell’s bioceramic layer
formation process let us improve technology “Artificial cuticle” [6].
Task of research: Research objective was to study the direction of changes
of morphological parameters of crystalline structure of bioceramic protective
layer of eggshell of hens’ hatching eggs (crystalline form of calcium carbonate
as basic constituent of eggshell) due to influence of environmental negative
factors, genetic factors and mistakes at birds’ holding technology.
Material and methods: In research we used eggs from Rod Island Red
hens, Poltava Clay Chicken breed, Birkivska Barvysta (Colorful) at the
beginning of productive period at the age of 8 months (30 eggs from every
breed). Experimental farm “Borky”; hatcher “Universal 55”. X-ray diffractive
experiments were conducted on automatic diffractometer ДРОН-4-07 (НВП
«Буревестник», Russia, www.bourevestnik.spb.ru). Automatic system ДРОН4-07 based on microprocessor monitor, which controls goniometer ГУР-9 and
sends information on PC in digital form. We used emanation CuKα (wave
length 0,154 nanometer), focusing by Breggu-Brentano 0-20 (20 – breggur
corner). Experimental results were sent to program package of experiment
support DifWin-1(Limited Liability Company (LLC) “Etalon PTS”, Russia) for
pre-assessment of the results. Identification of crystalline phases was performed
using the software package Crystallographica Search-Match (Oxford
Cryosystems,www.crystallographica.co.uk) with imposed restrictions on the
elemental composition of samples by comparing experimental results with PDF2 database cards and subsequent manual sampling.
Research results. In figure 1 depicts diffractogram of powder, obtained
from fertilized egg’s bioceramic eggshell layer, prepared for incubation (Poltava
Clay), which meets the standard requirements noted in Technical Requirements
“Hatching Eggs of Hens. Technical Requirements” after V. Breslavets and
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others (Code УКНД 636.52/.58.637.4.082.47467.120.20). Location and
intensity of the lines in the diffraction pattern indicate that the phase of calcium
carbonate at eggshell thickness is calcite (trigonal syngony, perfect cleavability
all along the rhombohedron, low hardness).

Figure 1. Phase composition of bioceramic eggshell layer of hen’s eggs (Poltava
Clay); hereinafter on the vertical axis we show relative intensity, and on the
horizontal axis the angle of 20 ̊ is shown.

Figure 2. Phase composition of bioceramic eggshell layer of hen’s egg (Poltava
Clay); very small, irregular-shaped (specimen from obtuse end).

16

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 7, 2015

Figure 3. Phase composition of bioceramic eggshell layer of hen’s egg (Poltava
Clay); very small, irregular-shaped (specimen from central part).
From the diffractograms shown in Figure 2 and 3, we see that
morphological defects of eggshell that belonged to a kind of flaws of hatching
eggs which are stipulated by genetic factors, also have phase changes – lines
peculiar to aragonite and vaterite appear. Aragonite is characterized by rhombic
syngony and increasedstrength; vaterite in turn is characterized by hexagon
syngony. Such differences of crystalline forms of calcium carbonate cause
different morphology of bioceramic protective layer of eggshell of eggs [7], and
it should be noted that eggshell enrichment in aragonite and vaterite leads to
general loosening and fragmentation of calcium carbonate layers.
It is established that lack of incubation, entitled "missed abortion" is often
accompanied by presence of the phase known as monetite CaHPO4 (Fig. 4). in
diffractograms of powders obtained from the shells of hatching eggs.
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Figure 4. Phase composition of bioceramic eggshell layer of hen’s egg
(Birkivska barvista) after incubation; lack of incubation - "missed abortion"

Figure 5. Phase composition bioceramic eggshell layer of hen’s egg (Rhode
Island Red); eggshell defect
Finally, the combination of such eggshell defect of hatching eggs as
roughness coupled with the tumors, growths and mold due to violation of
technology leads to gross disruptions in bioceramic layer structure - aragonite,
vateryt and magnesium calcite appear instead of typical calcite for quality
hatching eggs (Fig. 5).
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Conclusions.
1. The analysis of diffractograms obtained on samples of calcium
carbonate as the basic inorganic component of eggshell of hen’s eggs showed
that depending on the conditions for obtaining hatching hen’s eggs and due to
adverse environmental factors, genetic factors and errors in poultry technology
there are significant changes in the phase composition of the eggshell acting as
egg’s bioceramic protective barrier.
2. Phase composition of eggshell of hen’s hatching eggs that meet
technical specifications, is presented by specific crystalline form of calcium
carbonate - namely calcite. Effects of negative factors of different origin on egg
incubation are instead accompanied by other crystalline forms of calcite aragonite and vaterite, which also leads to a general loosening and fragmentation
of calcium carbonate layers with the following negative physiological effects.
[1].
[2].
[3].

[4].

[5].

[6].

[7].
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Abstract: The process of discovering distant objects through the use of optic –
electronic device has been examined, with an optical device – visir – for preliminary “rough”
targeting. Methods for optimization and determining the optimal values of the crucial
parameters of the device in regime for discovering of distant objects has been proposed, thus
ensuring its maximum sensitivity.
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For ensuring the high level of protection against noise, accuracy of objectfollowing, determining the coordinates of the object and decreasing the amount
of time for its discovering[1, 2], it would be necessary in parallel with the
precise – accurate system for identification and object – following[3, 4], the
preliminary discovering and determining the coordinates of the object to be done
through the use of optical device - visir.[5, 6]
This way, the possibility for discovering the distant object in definite
direction is assumed to be known and in most cases equal to one.
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Figure 1 shows the part of the structural scheme of optic – electronic
device, which is necessary in the process of discovering distant objects, which
are the main theme in this document.

Figure 1. Structural scheme of optic – electronic device in process of
discovering distant objects: 1 – optical system; 2 – optic – electronic
transformer; 3 – coordinating filter; 4 – signal – identifying device; 5 – block
scanning; 6 – block power supply.
Figure 2 shows an image of the object in the plain of photo-cathode of the
optic – electronic transformer /dissector/.
The coordinate axis X and Y correspond to the axis of the optical visir,
and its crossing point coincide with the center of the visible area, the scanning
equipment has square shape with a face d, that moves with constant speed V,
creating square raster with face h and overlapping factor  = / d.

Figure 2. Image of the object in the plain of the photo cathode of the dissector
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Q identifies the projection of the image of the object with coordinates X
and Y. The object will be discovered if the equipment crosses the projection of
the image of the object and in the end of its signal – identifying device appears
an impulse. This development will be marked with A. It appears only when, the
projection of the image of the object is in the range of the raster (development
B), the speed of the object on axis Y doesn’t exceeds exact value Vo, in order
the object not to be missed for the period of the scanning (development C), and
the signal of the object exceeds the level of noise (development D).
When the process for discovering of distant objects is investigated for non
– definite time, developments B and C are independent. In this case the
possibility for discovering of the object (development A) will be:
(1)
P(A) = P(B)P(C)P(D/B,C),
where: P(B), P(C) – possibilities for developments B and C respectively;
P(D/B,C) – possibility for discovering of the signal (development
D) in accordance with developments B and C.
The possibility for development B is equal to:

(2)

k k
1

 k  k 2 2

P(B) = 

x2  y2
2 2 dxdy ,
e


where: 2k=h/ - relative size of the dissector’s field


 2   x2   2y  1  S ( )d - Dispersion of the coordinates X and Y;
2 0

S() – spectral density of the process of alteration of the coordinates X or
Y through time.
To find the possibility for development C we should know the speed of the
object. As long as the coordinates of the object have normal distribution, the
speed is distributed also according the normal law and dispersion

 v2 , which is

equal to:


1
2
v 
S ( )d .
2 0

The possibility P(C) is maximum, when the overlap is equal to =0,5.
Then:
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m

1 e
m 2 v

P(C) = 

(3)

 v2
2 v2

dv ,

where: m = Vo/v – relatively admissible speed of object’s motion on axis Y
The possibility for discovering of the signal is equal to:

z2


1 e 2 dz ,
P(D/B,C) =

 2

(4)

where:  =

Uн
- relative level of noise;
Uм

Uм – semi-quadratic value of the noise at the exit of signal – identifying
device;


Uc
- Interrelation between the amplitude of the signal of the noise at
Uм

the exit of the прагово device, with certain values of k and м:
z = U/Uм.
The value of the relative level of noise  could be calculated with the
criteria of Neiman – Pirson, starting with the possibility for perceiving of wrong
signal.
(5)

z3

1
e 2 dz .
P| = 
 2

The most difficult case for discovering of distant objects has been observed
in this document, when the light of the background is great, and the contrast
with the image is smaller. In this case the noise at the exit of the dissector could
be considered as stationary and normal. From formula (1) considering formulas
(2), (3) and (4) we observe, that the assigned value of the possibility for
discovering of the object P(A) with fixed possibility for perceiving of a wrong
signal P| is suitable for the multiplicity of values of k, м and .
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For securing the maximum sensitivity of the system, i.e. minimum light on
the object, it is necessary the following condition to be fulfilled:
(6)
 kм  min .
It is not hard to see, that the speed of scanning of the equipment V is
related with the receiving of optimal value of м in correlation:
V

2h мv ,
acda

where: ac – relative time for one – way movement for scanning on axis X.
The period for scanning of a whole frame with calculated optimal values of
k and м is defined by the formula:
T=

2k .
acvм

The maximum value of the correlation signal/noise with optimal filtration
is equal to:
=

(7)

2E
,
No

where: E – energy of the signal;
No – spectral density of white noise.
The energy of the signal is equal to:
(8)
E = I o2 i ,
where: Io – maximum value of signal;
I – duration of signal;
 - coefficient, describing the form of the signal (in this case it is
rectangular -  = 1).
Using the already known correlation for the signal Io and the spectral
density of the noise No at the exit of the dissector we have:
(9)
(10)
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Io = .So.Eo.qn,
No = e..Sa.E|

q 2 n 1
,
q 1
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where:  - integral sensitivity of the photo cathode of the dissector;
So, Eo – surface of the object and the amount of light it receives in the
plain of the photo cathode respectively;
q – coefficient of the secondary emission of the dynodes of the multiplier;
n – the amount of dynodes in the secondary – electronic multiplier in the
dissector;
e – charge of the electron;
Sa, E| - surface of the scanning equipment and the amount of light of the
background in the plain of the photo cathode respectively.
Duration of the impulse signal from object I is equal to:
I = 

(11)

da
,
V

where:  - coefficient, defining the size of the object and the speed of its
movement Vo
Taking into consideration, that Sa = d a2 , V =

2h
Vo , Vo = м.v, h = 2k,
acda

formula (7) while considering of formulas (8)..(11) acquires the following
visualization.

 = SoEo

 (q  1)dc
2eE | q vkм

or
Eo =  kMG
where:

G=

2eE | q v
1
So  (q  1)ac

In conclusion we can add that:
1.
The optimal values of the main parameters of the optic – electronic
systems in regime of discovering distant objects has been defined. Size of the
field for discovering of distant objects, speed of scanning according to a certain
direction, period of frame scanning, securing maximum sensitivity.
2.
It is shown that the possibility for perceiving of wrong signal does
not in fact influence the optimal value of the size of the field for discovering of
distant objects.
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Abstract: Assessment of integral deficit of muscular and controlling activity (which
needs to be compensated by external energy and information) comes down to defining the
difference between biomechanical and neurological activity in health and in disease by comparing a set of parameters of chronological age in health with the actual child's chronality
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I. INTRODUCTION
The process of habilitation of paediatric cerebral palsy is possible only
through imperative locomotor activity of a child with the help of external energy
and information, i.e., by using a locomotor robot [7]. The First Law of Chronodynamics states that with the help of external energy it is possible to change the
chrono density within the local subspace (body), while the amount of the modified chrono density (d) will be equivalent to the amount of energy consumed by
the system (ΔЕ), i.e., ΔЕ=h-d [1]. This serves the basis for assessing and planning habilitation of children according to the method that allows for compensation of muscular and controlling activity deficit with the help of external energy
[3]. The Second Law of Chronodynamics states that the general internal (Х) of
the object’s system is invariable and is determined by the sum of free (D) time
(varies depending of the energy input) and linked (Н) time, i.e., Х=D+Н. The
subject of this research is determination of the amount of time and energy that
are required for habilitation of children with cerebral palsy and cerebrospinal
conditions.
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II. METHODE AND RESULTS
Assessment of integral deficit of muscular and controlling activity (which
needs to be compensated by external energy and information) comes down to
defining the difference between biomechanical and neurological activity in
health and in disease by comparing a set of parameters of chronological age in
health with the actual child's chronality parameters. The difference between
these values creates the aggregate amount of deficit (Δ) followed by the amount
of free time (D) and the amount of external energy (Е) necessary for habilitation.
According to the method suggested by G.Doman [4] the patient’s neurological age is determined by two criteria – manual competency and mobility in actual reality and in comparison to those typical for a specific age. The difference
ΔGD [in months] between neurological and chronological age serves as quantitative indicator of the deficit of controlling activity. According to the author’s
method, biomechanical age is determined by several criteria: mass, height, amplitude of flexion-extension angles of the legs, legs shape, and proportions of the
body dimensions in the course of growth, which are compared to chronological
parameters. The difference ΔЕD between biomechanical and chronological age
serves as quantitative indicator of the deficit of muscular activity. The overall
deficit is determined by adding up the components Δ= ΔGD+ ΔED[months]
(1)
Table 1. Seven stages in child’s life: full spectrum of brain development
since birth until controlling functions occur and come into operation (acc. Glenn
Doman, 1962)
Stages

Timeframe

1

2

I

Birth
0 year 0
months

II

0y
+1m
2.5
months
-5m

Outgrowing 0.5 m
Middle 0.0 m
Slowed 2 m

Dominating
brain stage

Manual
competence

Mobility

3
EARLY
BRAIN STEM
AND SPINAL
CORD

4

5

Grasping
reflex

Arm and leg
motions without
body movement

Vitally
important
finger release and
unclenching

Outgrowing 1 m
Middle 2.5 m
Slowed 5 m

SPINAL CORD
AND EARLY
SUBCORTICA
L AREAS

III

0y
+ 3.5 m
7
months
1y2m

Outgrowing 3.5 m
Middle 7 m
Slowed 14 m

MIDBRAIN
AND
SUBCORTICA
L AREAS

Prehensile
grasping

IV

1y
+6m
12
months
-2y

Outgrowing 6 m
Middle 12 m
Slowed 24 m

INITIAL
CORTEX

Cortical
counterposition on one
of hands

28

Crawling upon
stomach face
down, developing into crossed
crawling face
down
Hand and knee
crawling, developing into
twisted crawling
on fours
Walking with
arms used in
primary balance
role, usually at
shoulder height
or higher

Time needed by child
to reach
neurological
maturity
6

1 – 23
months
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Development
prospects
7

Superb

Stages

Timeframe

1y6m
+9m
18
months
-3y

V

3y
+1y6
m
36
months
-6y

VI

VII

6y0m
+3m
72
months
- 12 y

Outgrowing 9 m
Middle 18 m
Slowed 36 m

Outgrowing 18 m
Middle 36 m
Slowed 72 m

Outgrowing 36 m
Middle 72 m
Slowed 144 m

Dominating
brain stage

Manual
competence

Mobility

Time needed by child
to reach
neurological
maturity

EARLY
CORTEX

Cortical
counterposition, twosided and
simultaneous

Walking with
arms free of
primary balance
role

24 – 35
months

Magnificent

Walking and
running according to crossed
model in full
extent

36 – 47
months

Excellent

PRIMITIVE
CORTEX

Both hands
functioning,
one hand
uses acquired
experience

48 – 59
months

Good

COMPOUND
CORTEX

Hand used
for writing
in permanent connection with
dominating
hemisphere

Leg used in role
acquired by
experience, in
permanent
connection with
dominating
hemisphere

60 – 119
months
120 – 191
months
192 months
and more

Development
prospects

Proper
Weak
Currently
impossible

Table 2. Six stages in child’s life: full spectrum of biomechanics development
until occurrence of aimed movements in space (acc. E.Dukenjiev)
Timeframe

Stages
II

Years
Birth
0 years

II

1 year

III

2 years

IV
V
VI
1

3 years
4 years
5 years
2.1

Year intervals
1 - 6 months
7 – 12 months
1 - 6 months
7 – 12 months
1 - 6 months
7 – 12 months
1 - 12 months
1 - 12 months
1 - 12 months
2.2

Mass
[kg]
2.5 ÷ 4.2 ± 1.2
6.17 ÷ 9.7 ± 0.9
11.6 ± 0.9
13.1 ± 1.2
13.8 ± 1.9
16.6 ± 0.9
17.8 ± 1.6
19.2 ± 1.6
22.1 ± 1.3
3

Height
[cm]
40.3 ± 4.1
80.6 ± 10.3
80.1 ± 2.6
86.1 ± 2.3
88.1 ± 2.8
97.8 ± 2.9
104.8 ± 3.3
107.2 ± 2.9
118.2 ± 7.7
4

Full amplitude of interlink angles (average
for right and left extremity) []
Ankle joint
Knee joint
Hip joint
---

---

---

23.55 ± 5.63
21.9 ± 3.33
23.2 ± 3.33
22.6 ± 3.22
24.1 ± 3.78
22.6 ± 9.99
25.0 ± 2.87
5

47.7 ± 5.17
51.35 ± 4.37
53.95 ± 4.48
51.6 ± 6.98
51.05 ± 3.57
49.25 ± 3.91
52.25 ± 3.56
6

35.45 ± 4.25
34.25 ± 5.29
35.0 ± 5.29
34.25 ± 5.52
32.8 ± 4.2
28.65 ± 4.94
32.55 ± 4.6
7

Table 3. Shape of legs in different periods of child’s growth. Leg axis H-H
moves laterally
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Table 1 Based on the data by G.Doman и E.Dukendjiev.
Locomotion type

Age [years]

Daily locomotion norm S [in meters]

Crawling

1-2
3-6
3-4
5-6
from 7 years on
3-4
5-6
from 7 years on

68 ÷ 113
75 ÷ 273
546 ÷ 720
728 ÷ 910
1456 ÷ 2184
1435 ÷ 1893
2184 ÷ 2730
7207 ÷ 9000

Going on hands
and knees
Bipedal walking

(S1)
(S2)

(S3)

Table 4. Changes in proportion between body sections during growth process
(Stratz)
Slow rate is observed in head growth compared to body and legs growth
EM – embryonal months; H – newborn; Roman numerals inside the drawing
and below show by how many times the overall body length exceeds the head
height (ВГ – head height)
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The lane of the locomotor robot [5] should move at the minimum speed of
V=0.1 [m/s]. The overall distance is determined by the choice and combination
of various locomotion types S = S1+S2+S3 [meters]. Locomotive sessions should
coincide with the time of consumption of external biochemical energy, i.e., there
should be five of them. Duration of an individual session (d) is calculated as follows:
S[m]:V=0.1[m/s]=D[c]:5sessions=d[s]х60х60=d[hours] (2)
If the deficit Δ can be compensated with the obtained parameters, a linear
chart is drawn (Table 2).
Table 2 Obtained parameters.
Consumption of external biochemical energy
Feeing
Time
Breafast
30 min
Second breakfast
30 min
Lunch
40 min
Afternoon luncheon
30 min
Supper
40 min
Total: tф =170 min

Consumption of external physical energy
Session
Time
No 1
d1 sec
No 2
d2
No 3
d3
No 4
d4
No 5
d5
Total: D=1Σ5di

To the functional time tф the time for communication, bathroom, etc., in the
amount of at least Δt0=0.8 tф should be added. After that the time balance for one
day is calculated as follows:
tф + Δt0 + D ≤ 12 hours

(3)

Change in the value of the components is possible providing that the overall
resultant amount is constant depending on the condition of a child and the habilitation stage.
In case of the deficit exceeding 2 years (Δ=24 months) the computations are
already made on the basis of minimum required time of sessions in one day. It is
formally assumed that free time is equal to 12 hours and the number of physiologically required sessions is five. Then, the conditional duration of a session is
calculated by the following formulas:
Δ[months] х 30 [days in one month] = Δ[days]

(4)

Δ[days] х 12[hours] х 60 [min] х 60 [sec] = Δ[sec]

(5)

Δ[sec] : 5 [sessions per day] = d[sec in one session]

(6)
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After that the chart is drawn that is patterned after Table 2 and the time balance for one day is obtained. In case of the late start of habilitation process and
significant pathologies present the time balance may turn out negative. In that
case it becomes necessary to increase the overall duration of habilitation process
despite the fact that the obtained results are not going to achieve the intended
effect.
For planning the process of habilitation and design of the robot it is necessary to determine the energy expenditure during locomotions on the robot. At a
first step the net metabolic capacity (Ёв) is determined, which corresponds to
energy expenditure per time unit, where the amount of energy consumption during rest is subtracted from gross registered metabolic capacity by the formula
suggested by Mahadeva A.O.
Ёв [kcal/min]=0.047Q + 1.024
(7)
where Q[kg] – the child’s weight.
The formula is valid at the lane speed of up to 1.34[m/s]. Obtained values
serve the basis for planning external biochemical energy – the child’s feeding
schedule. For calculation of the amount of external physical energy during walking on the lane the calculation table 22 designed by Zatsiorsky V.M. [5] is used.
The pace speed of V = 0.1 ÷1.8 [m/s] requires net metabolic capacity Ё в from
1.13 to 9.97 [W/kg]. Accordingly, during the session that lasts d[sec] the amount
of energy required is:
Ёв[W/kg] х d[sec]=Еsession[W/sec]=0.27Еsession[kW/hour] (8)
III. CONCLUSIONS
For compensation of the overall deficit the external energy for the biotechnical system “child-robot” is required Е[kW/hour]= Δ[sec]. Ёв [W/sec]х 0.27.

[1].
[2].

[3].
[4].
[5].
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ABSTRACT: In this paper a common detectionand implementation of Alternate Data
Streams in the operating system Windows Server 2008 R2 is made. Nowadays it is very
important each system administrator and security professional to detect and analyze different
types of alternate data streams. These steams can hide sensible secret or malicious files that
can damage some of the computer and networks resources.
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1. Introduction
Each computer file must be detailed and at regular intervals analyzed and
scanned with specialized antivirus programs and anti-malware applications.Over
the past few years have seen an interesting trend where cyber criminals, hackers
and crackers hide executable file to another system executable files. There are
cases where malicious files can be hidden behind a normal text file. The cyber
criminals use alternate data streams in order to accomplish their malicious work
[1,2,3,4,11,13,15,16,21,22,28,29]. The Alternate data streams cannot be seen
and found by normal computer users. One of the ways of their detection is the
use of specialized software scanner called “ADS Scanner 2.00”.In practice there
is a difference between “AltDS” and “ADS”. AltDS is an abbreviation from
Alternate Data Streams and ADS means Active Directory Services. In the
practice still being used the following programs like “AlternateStreamView
v1.35”, “GMER”, “RKDETECTOR v2.0 Beta 1”, “StreamArmor” and etc.The
advantage of “ADS Scanner 2” than any other is associated with its speed and
efficiency in the computer and network systems[6,7,8,10,18,19,20,24,25,26,27].
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This paper is structured as follows. First, in section 2, a related work for
detection and implementation of alternate data streams (AltDS) is made. After
that, in section 3, a sophisticated detection and implementation of the
specialized software scanner “ADS Scanner 2.00” on server operating system Windows Server 2008 R2 Enterprise is performed. The achieved results are
presented in section 4. The conclusions and recommendations are made in
section 5.
2. Related work
In [1] forensic analysis of Windows hosts using UNIX-based tools by
Cory Altheide is presented. In [25] some different methods for creation,
management, and use of files containing multiple virtual data streams using
standard file system applications byK. Randall Stokes is made. In [29] an
analysis of hidden data in NTFS file system by Kai Cheong Wee is illustrated.In
[22] some adaptive filters for continuous queries over distributed data streams
by Chris Olston, Jing Jiang and Jennifer Widom are made. In [11] special
methodology and apparatus for detecting executable software in an alternate
data stream by Patrick A. Gardner is shown.
3. Experiment
The experiment in specialized university computer and network
laboratory is made. The used software program is “ADS Scanner 2.00” which is
owned by Pointstone Software, LLC. This scanner is totally free of charge for
any one user. The scanning and detection host has usedserver operating system Windows Server 2008 R2 Enterprise x64.Initially was necessary to be
configured the software product. During the installation process there were
selected the following items - “ADS Scanner Application Files”
[6,7,8,10,16,18,19,20,24,25,26,27], “Start Menu Shortcut” and “Desktop
Shortcut”. The following experiments only with educational intends and
purposes are made. A common view of the installation process is shown on
fig.1.
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Fig.1. Common view of the software program
The first step with the detection alternate data streams was connected. The
scan options were[1,2,3,6,7,8,10,11,13,14,17,18,19,20,21,22,24,25,26,27]:
 Find Alternate Data Streams (ADS) on Windows folder.
 Find Alternate Data Streams (ADS) on all NTFS drives.
 Find Alternate Data Streams (ADS) on the following folder.
 Ignore safe ADS content.
The preliminary preparation before scanning and detection for Alternate
Data Streams (ADS) is illustrated on fig.2.

Fig.2. Preparation before scanning and detection for ADS.
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On fig.3 the number of safe Alternate Data Streams (ADS) is shown. The
selected scan options was connected with the finding ADS on all NTFS drives.
Some of the found files after the scan were [1,2,3,5,7,9,11,14,17,19,20,21,25]:

C:\php\ext\php_pgsql.dll.

C:\php\ext\php_shmop.dll.

C:\php\ext\php_snmp.dll.

C:\php\ext\php_soap.dll.

C:\php\ext\php_sockets.dll.

C:\php\ext\php_sqlite3.dll.

C:\php\ext\php_sybase_ct.dll.

C:\php\ext\php_tidy.dll.

C:\php\ext\php_xmlrpc.dll.

C:\php\ext\php_xsl.dll.

C:\php\extras\openssl.cnf.

C:\php\ext\ssl\openssl.cnf and etc.

Fig.3. The found Alternate Data Streams (ADS) after the performed scan
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4. Results
On fig.4 the number of malicious Alternate Data Streams (ADS) is shown.
The selected scan options was connected with the finding ADS on all Windows
folder. It was found 1 item that containing Alternate Data Streams (ADS) out of
91602 scanned files.

Fig.4. The achieved server availability report
On fig.5 the content of malicious Alternate Data Streams (ADS) is
illustrated

Fig.5. The content of malicious Alternate Data Streams (ADS)
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As shown on fig.5 this ADS is consists of the following items:

Item: C:\Windows\Cursors\arrow_n.cur.

ADS name: NEDTA.DAT.

ADS size: 6144 Bytes.
On fig.6 the following action options are shown:

Start Scan.

View ADS Content (shown on fig.5).

Check All.

Check None.

Invert Selection.

Save Selected Item ADS to disk.

Save Checked Item ADS to disk.

Delete Checked Items.

Save Complete Scan Log.

Fig.6. The action options
Thanks to this program each normal user, system and network
administrator and security professionals could obtain detailed graphical
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information about hidden malicious Alternate Data Streams in the target host
operation system. [4,6,7,13,17,1819,20,22,25,26,28,29].
5. Conclusion
The alternate data streams are hidden files that could be attached to each
normal and visible computer file. Recent cyber criminals, hacker and crackers
use these alternate data streams in order to hide their malicious file and
unfortunately very small number of antivirus programs and anti-malware and
rootkit scanners and analyzers can find them. Therefore, the attackers or cybercriminals are able to obtain all computers and network resources completely
unnoticed by the host. For this reason it is recommended to be made the correct
configuration of the computer and network systems and each host file must be
detailed and at regular intervals analyzed and scanned with specialized antivirus
programs and thereby, the risk of cyber-attacks, viruses, worms, spyware,
rootkits and other malicious programs could be totally reduced.
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ABSTRACT:
In this paper a small corporate building with four working computer departments using
static routing is designed and made. Static routes are the most important step in the
construction of any computer network. Subnetting is one of the best network tools with that
each system and network administrator is able to divide one specific computer network into
many subnetworks. Thereby, some network administrators, security professionals and
network architects can use the free of charge software program Cisco Packet Tracer in order
to design and administer different corporate computer networks.
KEY WORDS: Cisco, Computer and network administrators, Hosts, IPv4, Network
interface, LAN, Monitoring, Network, Port, Security, Static routing, Subnetting.

1. Introduction
Designing and maintaining a specific computer network in defined
business corporate building is very important for each network administrator and
security expert specialist. It is necessary physical and logic scheme for the
whole computer network to be made in order to all of the network devices to be
correctly and neatly placed [30,31,32]. One of the ways doing this responsible
work is connected with the use of specialized software program called “Cisco
Packet Tracer”. This program has a great set of tools that can simulate small and
large computer networks [5,6,7,9,12,13,14,16,18,23,26,28,29,30]. This program
is designed primarily for students and people who prepare for the certification
exams of Cisco Systems Corporation. Therefore, each person who wants to
work with this program must possess in-depth knowledge and skills in the
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construction of small and large networks using the method of data static routing
[1,2,3,4,8,10,11,15,17,19,20,21,22,24,27,33].
This paper is structured as follows. First, in section 2, a related work for
designing and subnetting of computer networks is made. After that, in section 3,
a sophisticated implementation of the software program - “Cisco Packet Tracer
version 5.3.3.0019” into server operating system Windows Server 2008 R2
Enterprise is performed. The achieved results are presented insection 4. The
conclusions and recommendations are made in section 5.

2. Related work
In [6] Techniques for prefix subnetting by Kirk Erichsen, Howard Lee and
Ken Gould is presented. In [14] Internet standard subnetting procedure by
Jeffrey Mogul is made. In [31] some different methods and systems for
subnetting in a switched IP network by Deepak Vig is shown. In [33] IP
addressing and subnetting including IPv6 protocol by J. D. Wegner, Robert
Rockell and Cameron Brandon is illustrated.

3. Experiment
The experiment in specialized university computer and network
laboratory is made. The used free of charge software program is “Cisco Packet
Tracer version 5.3.3.0019” which is owned by Cisco Systems, Inc. The host has
used server operating system - Windows Server 2008 R2 Enterprise x64.
Initially was necessary to be enumerated the network devices and hosts. The
computer network has consisted of the following items [1,2,3,4,5,6,7,30,32,33]:
 Eight personal computers.
 Three Server machines.
 Two Laptops.
 Several Copper Straight-Through UTP cables cat.5e
 One Copper crossover UTP cables cat.5e.
 One Serial Smart DCE DB60 cable;
 One modular router - Cisco 1841 Modular Router.
 One modular router - Cisco 2811 Modular Router.
 One modular router - Cisco 2621XM Modular Router.
 Three Printer machines.
 Two switches - Cisco Switch WS-C2950-24.
 One switch - Cisco Switch WS-C2960-24TT.
 Five IP phones - Cisco IP Phone 7960.
 Three departments (office 1, office 2 and office 3).
 One Central Equipment Room (CER).
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Two racks for the CER.
Six working table for the staff.
One complete scheme of the entire network.
One Packet Tracer Cloud Server for Internet.

The computer network in the program environment of Cisco Packet
Tracer 5.3.3.0019 is simulated. On fig.1 the common logical scheme of the
whole computer network is shown. The static routes were manually entered in
the routing table of the routers.

Fig.1. Common logical scheme of the whole computer network
As is known to all network administrators, each router consists of
determinate numbers of network interfaces. In our communication scenario
router “office 1” has got interface FastEthernet (Fa0/0) with number network ID
(Net ID) - 10.10.1.0/27 and other FastEthernet (Fa0/1) with number network ID
(Net ID) - 10.10.1.32/27 [5,6,7,9,11,15,30,31,32,33].
Router “office 2” has got interface FastEthernet (Fa0/0) with number
network ID (Net ID) - 10.10.1.0/27, other interface FastEthernet (Fa0/1) with
number network ID (Net ID) - 10.10.1.64/27, interface FastEthernet (Fa0/0/0)
for Cloud Internet and one interface Serial (Se0/1/0) with number network ID
(Net ID) - 10.10.1.96/27 [20,21,22,24,25,30,31,32,33].
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Router “office 3” has got interface FastEthernet (Fa0/1) with number
network ID (Net ID) - 10.10.1.160/27 and one interface Serial (Se0/0/0) with
number network ID (Net ID) - 10.10.1.96/27 [5,6,7,8,10,11,12,13,14,16,18].
The network 10.10.1.0/27 consists of one Cisco 2811 Modular Router and
one Cisco Switch WS-C2960-24TT. In this switch are connected three personal
computers, two Cisco IP Phones 7960, one printer machine and server machine.
The network 10.10.1.32/27 is private local network and its IPv4 Default
Gateway is 10.10.1.33/27 (This is the configured network address of interface
FastEthernet (Fa0/1) in router “office 1”). The capacity of this network is 30
hosts. The connection between the Cisco switch and the hosts is made with
Copper Straight-Through UTP cable cat.5e and the connection between the
router „office 1” and the switch is made again with Copper Straight-Through
UTP cable cat.5e [30,31,32,33].
The network 10.10.1.64/27 consists of one Cisco 1841 Modular Router
and one Cisco Switch WS-C2950-24TT. In this switch are connected three
personal computers, one laptop, one laptop, two Cisco IP Phones 7960, one
printer machine and one server machine. The capacity of this network is 30
hosts. The connection between the Cisco switch and the hosts is made with
Copper Straight-Through UTP cable cat.5e and the connection between the
router „office 2” and the switch is made again with Copper Straight-Through
UTP cable cat.5e [21,22,23,25,28,30,31,32,33].
The network 10.10.1.96/27 consists of two routers - router „office 2” and
router “office 3”. Their connection is of type Point-to-Point. In this case only
two routers can establish a direct connection between them. Therefore, the
subnet mask has a 30 bit prefix and it aims to save network address space in case
additional hosts want to connect to this network. As is shown in Fig.1 the
connection between routers „office 2” and “office 3” is serial and router “office
3” is a DCE device, that provides a clocking data signal used to synchronize
data transmission between DCE and DTE devices. The clock data rate is
configured to be 2000000 bit per second [1,2,3,4,5,6,7,10,11,20,29,30].
The network 10.10.1.160/27 consists of one modular router - Cisco
2621XM Modular Router and one Cisco Switch WS-C2950-24. In this switch
are connected two personal computers, two Cisco IP Phones 7960, one printer
machine and server machine. The IPv4 default gateway is 10.10.1.161/27 (This
is the configured network address of interface FastEthernet (Fa0/0) in router
“office 3”). The capacity of this network is 30 hosts. The connection between
the Cisco switch and the hosts is made with Copper Straight-Through UTP cable
cat.5e and the connection between the router „office 3” and the switch is made
again with Copper Straight-Through UTP cable cat.5e [30,31,32,33].
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On fig.2 the common physical scheme of the whole computer network is
shown. The physical scheme of this computer network has consisted of the
following items:
 Manager’s Department - Office 1.
 IT Department - Office 2.
 Financial Department - Office 3.
 Central Equipment Room (CER).
 Physical cable connection between each department.
Central Equipment Room (CER) is consists of the following network devices:
 One modular router - Cisco 1841 Modular Router, one modular router Cisco 2811 Modular Router, one modular router - Cisco 2621XM
Modular Router.
 Two switches - Cisco Switch WS-C2950-24 and one switch - Cisco
Switch WS-C2960-24TT.
 Three Server machines.
 Two racks for the CER and one Packet Tracer Cloud Server for Internet.
This is shown on fig.3.

Fig.2. Common physical scheme of the whole computer network
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4. Results
In fig.3 successful ping between hosts office 1 PC1 and office 3 PC2 is
illustrated.

Fig.3. Successful ping between hosts office 1 PC1 and office 3 PC2
On fig.4 the common physical scheme of the Central Equipment Room
(CER) is shown.

Fig.4. Common physical scheme of the Central Equipment Room (CER)
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Thanks to this program each plain user, system and network administrator
and cyber professionals could obtain detailed graphical information about the
server and network devices. [4,13,14,15,17,24,26,30,31,33].
5. Conclusion
Some of the network administrators, security professionals and network
architects can use the free of charge software program Cisco Packet Tracer in
order to design and administer different corporate computer networks. Thanks to
this program each IT expert is able to design physical and logical scheme of his
local area network or wide area network. Subnetting allows system and network
architects to save network address space in case you need to add more additional
hosts to the network. Subnetting is an important method with that each security
professional can provide access security level for each subnetwork in defined
business corporate building. In this paper the routers had learnt all of the remote
subnetworks using static routes in their routing table.
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ABSTRACT:
In this paper a small corporate building with four working computer departments using
dynamic routing protocol - RIP is designed and made. Dynamic routes are the most important
step in the construction of any computer network. Subnetting is one of the best network tools
with that each system and network administrator is able to divide one specific computer
network into many subnetworks. Thereby, some network administrators, security
professionals and network architects can use the free of charge software program Cisco
Packet Tracer in order to design and administer different corporate computer networks.
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1. Introduction
Designing and maintaining a specific computer network in defined
business corporate building is very important for each network administrator and
security expert specialist. It is necessary physical and logic scheme for the
whole computer network to be made in order to all of the network devices to be
correctly and neatly placed. One of the ways doing this responsible work is
connected with the use of specialized software program called “Cisco Packet
Tracer” [1,3,6,7,8,9,11,12,18,19]. This program has a great set of tools that can
simulate small and large computer networks. This program is designed primarily
for students and people who prepare for the certification exams of Cisco
Systems Corporation. Therefore, each person who wants to work with this
program must possess in-depth knowledge and skills in the construction of small
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and large networks using the dynamic routing protocol - RIP
[2,5,13,17,22,23,24,30,31,32].
This paper is structured as follows. First, in section 2, a related work for
designing and subnetting of computer networks is made. After that, in section 3,
a sophisticated implementation of the software program - “Cisco Packet Tracer
version 5.3.3.0019” into server operating system Windows Server 2008 R2
Enterprise is performed. The achieved results are presented in section 4. The
conclusions and recommendations are made in section 5.
2. Related work
In [2] some methods and systems for exchanging routing information by
Edward Barnes Boden, Paul Albert Gebler Jr and Franklin Alfred Gruber are
made. In [5] constructing optimal IP routing tables by Richard P. Draves are
shown. In [13] the routing information protocol version 2 is totally by Gary
Malkin explained. In [17] different routing reconfigurations in IP networks by
Paolo Narvaez are made. In [22] static and dynamic routing implementation for
efficient transformations of store-and-forward protocols by Christian Scheideler
and Berthold Vöcking are shown. In [32] some distance vector multicast routing
protocols by David Waitzman S. E. Deering, and Craig Partridge are illustrated.

3. Experiment
The experiment in specialized university computer and network
laboratory is made. The used free of charge software program is “Cisco Packet
Tracer version 5.3.3.0019” which is owned by Cisco Systems, Inc. The host has
used server operating system - Windows Server 2008 R2 Enterprise x64.
Initially was necessary to be enumerated the network devices and hosts. The
computer network has consisted of the following items [30,31,32,33]:
 Eight personal computers.
 Three Server machines.
 Two Laptops.
 Several Copper Straight-Through UTP cables cat.5e
 One Copper crossover UTP cables cat.5e.
 One Serial Smart DCE DB60 cable;
 One modular router - Cisco 1841 Modular Router.
 One modular router - Cisco 2811 Modular Router.
 One modular router - Cisco 2621XM Modular Router.
 Three Printer machines.
 Two switches - Cisco Switch WS-C2950-24.
 One switch - Cisco Switch WS-C2960-24TT.
 Five IP phones - Cisco IP Phone 7960.
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Three departments (office 1, office 2 and office 3).
One Central Equipment Room (CER).
Two racks for the CER.
Six working table for the staff.
One complete scheme of the entire network.
One Packet Tracer Cloud Server for Internet.

The computer network in the program environment of Cisco Packet
Tracer 5.3.3.0019 is simulated. On fig.1 the common logical scheme of the
whole computer network is shown. The Routing Information Protocol (RIP) was
activated in the routing table of the routers [30,31,32,33].

Fig.1. Common logical scheme of the whole computer network
As is known to all network administrators, each router consists of
determinate numbers of network interfaces. In our communication scenario
router “office 1” has got interface FastEthernet (Fa0/0) with number network ID
(Net ID) - 10.10.1.0/27 and other FastEthernet (Fa0/1) with number network ID
(Net ID) - 10.10.1.32/27 [30,31,32,33].
Router “office 2” has got interface FastEthernet (Fa0/0) with number
network ID (Net ID) - 10.10.1.0/27, other interface FastEthernet (Fa0/1) with
number network ID (Net ID) - 10.10.1.64/27, interface FastEthernet (Fa0/0/0)
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for Cloud Internet and one interface Serial (Se0/1/0) with number network ID
(Net ID) - 10.10.1.96/27 [2,4,6,8,9,10,11,16,17,18,19,20,21,22,23,24,25].
Router “office 3” has got interface FastEthernet (Fa0/1) with number
network ID (Net ID) - 10.10.1.160/27 and one interface Serial (Se0/0/0) with
number network ID (Net ID) - 10.10.1.96/27 [30,31,32,33].
The network 10.10.1.0/27 consists of one Cisco 2811 Modular Router and
one Cisco Switch WS-C2960-24TT. In this switch are connected three personal
computers, two Cisco IP Phones 7960, one printer machine and server machine.
The network 10.10.1.32/27 is private local network and its IPv4 Default
Gateway is 10.10.1.33/27 (This is the configured network address of interface
FastEthernet (Fa0/1) in router “office 1”). The capacity of this network is 30
hosts. The connection between the Cisco switch and the hosts is made with
Copper Straight-Through UTP cable cat.5e and the connection between the
router „office 1” and the switch is made again with Copper Straight-Through
UTP cable cat.5e [4,5,6,7,8,9,10,11,13,14,21,26,27,28,].
The network 10.10.1.64/27 consists of one Cisco 1841 Modular Router
and one Cisco Switch WS-C2950-24TT. In this switch are connected three
personal computers, one laptop, one laptop, two Cisco IP Phones 7960, one
printer machine and one server machine. The capacity of this network is 30
hosts. The connection between the Cisco switch and the hosts is made with
Copper Straight-Through UTP cable cat.5e and the connection between the
router „office 2” and the switch is made again with Copper Straight-Through
UTP cable cat.5e [4,5,6,7,8,9,11,14,15,16,19,18,20,30,31,32,33].
The network 10.10.1.96/27 consists of two routers - router „office 2” and
router “office 3”. Their connection is of type Point-to-Point. In this case only
two routers can establish a direct connection between them. Therefore, the
subnet mask has a 30 bit prefix and it aims to save network address space in case
additional hosts want to connect to this network. As is shown in Fig.1 the
connection between routers „office 2” and “office 3” is serial and router “office
3” is a DCE device, that provides a clocking data signal used to synchronize
data transmission between DCE and DTE devices. The clock data rate is
configured to be 2000000 bit per second [1,4,6,7,8,12,13,14,18,19,22,23,24,25].
The network 10.10.1.160/27 consists of one modular router - Cisco
2621XM Modular Router and one Cisco Switch WS-C2950-24. In this switch
are connected two personal computers, two Cisco IP Phones 7960, one printer
machine and server machine. The IPv4 default gateway is 10.10.1.161/27 (This
is the configured network address of interface FastEthernet (Fa0/0) in router
“office 3”). The capacity of this network is 30 hosts. The connection between
the Cisco switch and the hosts is made with Copper Straight-Through UTP cable
cat.5e and the connection between the router „office 3” and the switch is made
again with Copper Straight-Through UTP cable cat.5e [1,4,6,8,9,10,11,16,17].
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On fig.2 the common physical scheme of the whole computer network is
shown. The physical scheme of this computer network has consisted of the
following items:
 Manager’s Department - Office 1.
 IT Department - Office 2.
 Financial Department - Office 3.
 Central Equipment Room (CER).
 Physical cable connection between each department.
Central Equipment Room (CER) is consists of the following network devices:
 One modular router - Cisco 1841 Modular Router, one modular router Cisco 2811 Modular Router, one modular router - Cisco 2621XM
Modular Router.
 Two switches - Cisco Switch WS-C2950-24 and one switch - Cisco
Switch WS-C2960-24TT.
 Three server machines.
 Two racks for the CER and one Packet Tracer Cloud Server for Internet.
This is shown on fig.3.
Manager’s Department - Office 1 is consists of the following network devices:
 Two IP phones - Cisco IP Phone 7960.
 Three personal computers.
 One printer machine.
 One server machine.

Fig.2. Common physical scheme of the whole computer network
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4. Results
In the command line interface of each router the network administrator
must enter the command “router rip” and then the command “network 10.0.0.0”.
Another way to enter these important commands is in the graphical
configuration menu of each router. After applying these commands each router
had automatically discovered his neighbor although there was subnetting in the
whole network [1,2,3,4,5,6,7,8,9,10,11,15,19,20,21,22,23,24]. This is illustrated
on fig.3.

Fig.3. Activation of Routing Information Protocol in router “office 1”
On fig.4 successful ping between hosts office 1 PC1 and office 2 PC3 is
illustrated.

Fig.4. Successful ping between hosts office 1 PC1 and office 2 PC3
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On fig.5 the common physical scheme of the Manager’s Department - Office 1
is shown.

Fig.5. Common physical scheme of the Manager’s Department - Office 1
Thanks to this program each plain user, system and network administrator
and cyber professionals could obtain detailed graphical information about the
server and network devices in the whole business corporate building
[1,4,9,15,13,14,15,17,20,22,25,26,27,32,].
5. Conclusion
Some of the network administrators, security professionals and network
architects can use the free of charge software program Cisco Packet Tracer in
order to design and administer different corporate computer networks. Thanks to
this program each IT expert is able to design physical and logical scheme of his
local area network or wide area network. Subnetting allows system and network
architects to save network address space in case you need to add more additional
hosts to the network. Subnetting is an important method with that each security
professional can provide access security level for each subnetwork in defined
business corporate building. In this paper the routers had automatically
discovered his neighbors’ routers although there was subnetting (10.10.1.0/27)
in the whole network.
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efficiency and the strategic nature of human resource management in the sector, the
publication presents the vision of the need for an integrated approach to the responsibilities
of the two basic levels - national and institutional. Using this approach is seen as an
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This paper presents a vision on the basic responsibilities of the state towards the
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The effectiveness of the defence and of the strategic management of human
resources in that area is determined largely by understanding the specific needs
of the sector at the strategic level of government and the priority of meeting
them. Under this circumstance, the responsibilities are transferred to the defence
and are expressed in the general ability to transform the provided resources into
defense capabilities at the institutional level in a purposeful, proefessional and
impartial manner.
Therefore, the responsibilities in the strategic management of human
resources in the area of defense should be specified at both the national and
institutional levels. An integrated approach does not imply waiving the
importance and the responsibilities arising from the actions and processes that
take place in any element of the system National interests – Government –
Defence.
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The defence uses specific resources for its functioning. The importance
criterion places those resources at the strategic level. People are the most
significant of these strategic resources.
All resources used in defence have a high price – both literally and
figuratively. They should therefore be managed by leaders with proven skills
and extensive experience with the assistance of capable and knowledgeable
experts. The transformation of resources into defence capabilities is most
efficient when carried out by able, highly trained, professional, and motivated
personnel. The state, as a protector and spokesman of the interests of the society,
invests in the human resources development in the sector in order to ensure that
their quantitative and qualitative parameters meet the current requirements of the
geostrategic environment and of the national interests. These investments aim at
building on and improving their knowledge, skills and experience.
Unfortunately, this applies only for the time period of active employment of
defence personnel. At present, the country does not have adequate legislation for
and sufficient effective practices of using the defence human resources after
their leaving the sector. The proposed Armed Forces Reserve Bill, subject to
deliberations, partially compensates for the discrepancy between needs and
reality. It is expected that its adoption and enforcement will solve a number of
issues related to the temporary shortage of resources, including human, while
performing specific tasks. However, the suggested bill, at least in its initial draft,
allows for the use of only some of the existing real capabilities, and not for the
full possible potential.
The investments in the recruiting and qualifying the human resource for the
defence will have the highest return if the discharged defence personnel are
appointed at other public sector positions. Thus the skills acquired or developed
at the expense of state funds and under conditions created by the state and the
civil society in its role of claimant and stakeholder of the public good defence,
could be utilized for the time period resources are used in all the other industrial
sectors. This would have disciplining effect both for the employees and for the
employers. There are good practices for the employment of former defence
sector personnel in the state administration, but they affect only a limited
number of military personnel at the strategic management level after their
discharge from active duty. Those practices result from both sound and
reasonable staffing decisions as well as from spontaneous ones. The process can
be opened simultaneously both in terms of the quantitative and qualitative
characteristics of the human resources for the defence. In this case, however,
there will be an increase of the complexity of the processes involved in the
recruiting, selecting, training and overall evaluation of the career development,
acquired professional skills and other specific characteristics of the human
resources. If skillfully used, this opportunity could become a fundamental
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principle for the strategic management of human resources, and defence could
be even more efficiently linked to the other government sectors.
The introduction of such a practice, however, will require thorough
preliminary preparation, establishment of unified organizational language,
amendment of the existing legislation, as well as the coordination of the
activities of all government institutions, security systems and military
educational and scientific institutions. The analysis of accumulated experience
and the comparison between economic and quality indicators, i.e. the assessment
of the achieved benefits compared to the invested funds and resources, can fairly
determine whether this becomes management policy applicable to all, or only to
those who have accumulated certain experience. This complex process calls for
the standardization of evaluation indicators that take into account personal
qualities, skills, loyalty to the government institutions and sharing of universal
values and civic virtues.
In the process of strategic management of human resources in the defence
sector, the state has at least two functions with responsibilities arising from them
- advertising of the sector and available occupations, and control over the
acquired skills of the people who leave the defense sector and cannot or do not
want to continue working in it or in the state administration.
After changing the recruitment procedures for the Armed Forces and the
withdrawal of conscript military service, the relationship between the people and
the army was almost completely interrupted. Dealing with the pressing issues of
a difficult existence, together with the boredom caused by the change of sociopolitical system that has been undergoing for more than two decades, has
alienated the average Bulgarians from the problems of the military and of the
defense as a whole. Its necessity and the nature of the military service have
become more and more unfamiliar to the public. Even the limited number of
people closest to the employed in the sector is becoming smaller due to the
continuous process of downsizing the Armed Forces. All of the above, along
with the fact that almost 70 years Bulgaria has been developed in conditions
different from war, creates a false sense of security.
It, the security, in the broadest sense of the word, is every so often
perceived as granted, as though from above, as something which is the
commitment of world leaders, as the result of coincidence, as anything but an
object of our own thinking and behavioral patterns. The attitude changes when
the country is hit by a natural or other disaster, but this only lasts very briefly.
When such a situation occurs, the specific capabilitise of the security and
defense sectors are used, but unfortunately they are perceived by many as
something granted, as capabilities the state simply "must have". Even at such
times, little is said to explain how such capabilities are acquired and maintained,
or what their actual cost is. Negativism is added to this due to the unconsciously
indifferent attitude. Most often this happens in the context of various public
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debates. They remind the public that the defence requires a lot of money, and
vice versa - that the acquisition and maintenance of defense capabilities does not
require so much funds - in any case not as much as military expertise claims is
necessary. The most serious argument in favour of such a stance is the fact that
Bulgaria has already been included in the Europe and NATO collective security
systems. The most reactionary circles and entities even resort to the so-called
black PR, expressing the opinion that the funds spent for defence can be used for
social activities, healthcare, training and requalifying of the unemployed and of
people with disabilities, etc., which generates further negative attitudes towards
the sector and the Armed Forces. Another argument that always instigates
serious debate in these periodical campaigns is the provision of the so-called
"privileges" to the military - early retirement, severance payments when
discharging from active duty, the right to purchase a home at preferential prices
- although the scale of this process became negligible long ago. Negativism
towards the defence sector and the cabilities generated in it is “legalized” and
spread very quickly to the national level by the "analyses" of "experts",
"observers" and "specialists" in the field of security, as well as by various
politicians. All of them en masse, and unanimously, which is otherwise very
difficult to achieve when solving other vital issues for our society, claim that
Bulgaria has no enemies, but only friends, partners and associates, and therefore
it is not expected that in the next 10-15 years the country will be involved or will
wish to participate in an armed conflict. It is paradoxical that all this is
happening at the background of forecasts and already unmistakable recognition
of the first signs of impending resource wars.
In order to counteract to these processes and phenomena and their highly
destructive for the country strategic impact, as well as to preserve the core
traditions of the Bulgarian people, the defence sector and the armed forces need
constant positive advertising campaign at the national level. All positive
practices and manifestations of professionalism should be adequately and
promptly presented to the public, along with the periodically published analyses
for the status of the sector and the achievement of its goals and objectives. The
advertising should include demonstrations of mastering the basic military
knowledge, skills and abilities, which are generally the most attractive,
especially for young people, and the capabilities of the military educational and
scientific institutions, the open house days, practical demonstrations, the days of
free medical examinations by mobile teams in different locations throughout the
country.
The most important principles of advertising which must be followed are
continuity, comprehensiveness, accessibility and sense of measure of the
messages targeted to a particular labour pool, relevance to the realities in the
sector. Furthermore, it should be attractive in its manifestations and be delivered
in all possible ways, so that to cause, invoke and maintain interest and respect

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 7, 2015

65

for the defence and thee Armed Forces and their shared values associated with
patriotic education. There is also the good opportunity for the advertising
campaign to promote the important historical events, facts and persons, as well
as information about the interesting technology used in warfare. A flexible
approach should be applied in this information flow to the presentation of the
opportunities for professional and personal development of the human resources
in the defense sector.
The importance of advertising has been the subject of observations and
studies since the nineteenth century, when it began to be used for commercial
purposes. Experience shows it can be directed not only to the defence sector, but
also to become part of a much broader campaign organized and conducted at the
national level in the interest of various government institutions for the
promotion of other professions of public importance - medicine, education,
security services, and as far as possible, professions in various fields of science
and the social sphere. Combined with a good social policy and the opportunity
to use various financial, credit and other preferences for the period of
implementation of these professions and acquisition of the required
qualifications for their practising, advertising would contribute to the
implementation of a systematic approach not only in the state administration, but
in all sectors of public importance.
Summarizing the view on the impact of advertising on the effectiveness of
human resource management in the defense sector, it should be noted again that
this particular type of activity should not only be the responsibility of
management in the sector, but to be a priority for the government within the
framework of its policy for attracting human resources and qualifying capable
practitioners for the professions of strategic public importance.
Best results in advertising that could successfully be used in the strategic
management of human resources can be achieved if this activity is assigned to
specialized structures. The personnel of such structures should comprise highly
motivated, qualified advertising specialists - military and civilian, with at least
10-15 years of experience in the field of defence and positive attitude towards it.
Outsourcing as an approach is to be strongly discouraged. An alternative to it is
training and further qualifying people, loyal to the sector, so that they acquire
the required educational background and qualifications under the terms of the
provision of the Republic of Bulgaria Defence and Armed Forces Act that sets
forth the opportunity for the Ministry of Defence to grant target scholarships in
return for employment for a specified time period, aiming at te longest possible
duration.
The technological connectivity of the activities at the state and institutional
levels is organizationally completed through controlling the acquired defence
capabilities. The acquisition, storage and use of tangible fixed assets and
property are carried out in compliance with the current legislation, which is
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effective enough. The big issue that should be resolved in the nearest possible
future is the abilities that the people have acquired. Some of these are abilities
that can ensure their holders employment in other segments of the labor market.
Other specific abilities, however, are mastered while practising and participating
in activities related to the combat training of military units and are in their
essence, fighting skills. Such skills, as well as the information relating to the
organizational development and maintenance of defense capabilities, which has
been received by the people emplyed in the sector in the course of their work,
represent a potential for carrying out targeted destructive activities not only
against the defence sector, but also against the state and society after those
people retire from active duty. Information loses its relevance because of the
natural process of its renewal [6], but the basic military and professional skills
are usually retained for life. The protection of official secrets and classified
information is a process determined by the applicable standards, including the
ones regulating prevention. Special attention is focused on personnel who had
had access to NATO information. However, prevention of using the acquired
specialized and fighting skills after leaving the defense sector does not exist,
legislative initiative is lacking, and the senior public management and the civil
society do not care. In the context of this indifference, one additional risk is the
fact that after the military personnel transfer in the reserve, or when the civilian
employees leave the defence sector, these people’s income usually decreases
significantly. This makes them look for all sorts of sources of additional income.
The need for physical survival or the previously suppression urge for proper
expression and adequate positive evaluation of the possessed capabilities can
easily become a motive for risky, and even illegal activities against payment, or
can simply provoke precarious behavior. If the state does not change that status
quo, it allows for its use to the benefit of organizations and individuals engaged
in illegal activity, including activity against the state and the national interests.
The specialized skills acquired while working in the defence sector can turn
into a problem in another potentially hazardous for the society behavioural
model.
It is absolutely possible the stress, accumulated at work, to trigger various
mental disorders. The variation of their manifestation may range from harmless
behavior, not affecting other people and causing no material damage, to acts of
mass murder or other destructive actions on a large scale and having
consequences for society. There is already a consistent trend that develops at a
rate causing concern worldwide. In recent years, the officially announced
instances of such disorders have increased significantly and the number of
casualties and victims in each incident varies from a few to several hundred
people. In more than half of these cases, the acts of violence were carried out by
former or current military personnel or police officers, i.e. by people who had
been trained and qualified for this.
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In the Armed Forces, psychological advice is provided to the personnel,
including civilian employees, upon request by their commanders or superiors or
there is recognized need for it. Such advice is provided, however, only for the
people working under an effective employment contract. Upon its termination,
this specialized care for people also ceases. Mental disorders can be triggered
after leaving the defence sector even as a result of the impact of a mild irritant.
Most often this is a manifestation of the cumulative effects of the negative
emotions and the irreversible changes in the psyche associated with occupational
stress. When this accumulation is combined with other problems that cause
subjective distress and feelings of inferiority and uselessness, whose
development is favoured by leaving the active service, the risk of triggering such
mental disorders increases significantly. The negative attitudes, conducive to the
emerging of situations of the type described are further amplified when the
termination of the contract is related to personality conflicts, ill-considered
ammendments of the current legislation specifying the modalities and
mechanisms of personnel policy or just when a political decision is enforced
which is not harmonized with the national and sectoral legislation, which does
not contribute to the achievement of national interests and priorities or which
does not comply with the expertise of the military strategy and warfare. In such
cases, in order not to bear the negative consequences of decisions and
supporting activities that often lead to the reduction of defense capabilities, a
PR-campaign is organized to announce the ongoing changes for pressing. The
main arguments of such a campaign are the need to maintain the economic
balance under the conditions of financial resource deficit and the growing need
of modernizing the sector. The process is described as disposal of excess
resources, or as a process carried out as the result of the urgent need for securing
financial resources for modernization. It is claimed the quality of human
resources will compensate the quantitative shortage. Thus, indirectly, the
personnel discharged from the defence sector, begin subconsciously to be
perceived by society as unable to accept the new challenges. The exact word that
Bulgarian mentality uses to describe this condition is "incompetence". The
person who is deemed incompetent and discharged from the defense sector finds
it very difficult, at least in the first months after this act, to land a new job in the
country. As a result, their anxiety increases, and this provokes many negative
individual mental processes, conditions, attitudes and behaviors, i.e. the risk of
triggering mental disorders increases significantly.
The negative attitudes resulting from the indifference of the state and the
public to the abovementioned problem are further deepened due to the
legislative initiative. The Republic of Bulgaria Defense and Armed Forces Act
(Art. 162, item 3) and the Regulation for the Implementation of the Republic of
Bulgaria Defense and Armed Forces Act (Art. 77, para 1) set forth that the
military service contract be terminated where “incapacity or psychological
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unfitness are established by the military medical authorities, respectively by the
authorities under Art. 141, para. 3”.Of course, compensations are paid out in
such cases but they do not ensure that the affected people will be able to fully
socialize or will become less dangerous to society. It is necessary to provide
adequate specialized care for life for people caught in such a situation,
especially if the reason is the direct fulfillment of duties in the defence and the
armed forces. This specialized care should comprise healthcare, including
psychiatric care, psychological support, vocational rehabilitation and
socialization. Specialized programs have to be developed for this purpose.
The control over the information and individual abilities acquired by the
soldiers and former civilian employees that transfer to the reserve is an issue not
only to for the defence sector. Unfortunately, this fact is realized only when
irreversible changes occur and as a result the society has to suffer damage or
casualties. Sharing the strategic view that defence is one of the various sectors of
the state apparatus, determines the need for solving the issue in cooperation with
those remaining sectors. The effectiveness of this solution will define whether
the issue becomes a problem.
The institutions of higher military education (as defined in the Higher
Education Act) operate in the competitive market of higher education. This
market becomes more and more aggressive, and the imperfections of the Faculty
Development Act allow the acquisition of scientific qualifications and
implementation of procedures for assignment of academic positions in a
relatively short period of time in Higher Education Area 9 "Security", which,
until recently was considered traditionally a "military" area. It provides
professional qualification in the field of national security and defence, military
warfare, management of defence resources, the protection of people and critical
infrastructure from crises of military and non-military nature, crises
management, air traffic control, training of pilots, and etc. As a result of this
process, there is a leak of intellectual potential and expertise from the military
educational and scientific institutions to civilian universities. There is also the
reverse process.
Education is an open system, but restrictions could be introduced for
awarding educational degrees and qualifications in Higher Education Area 9
“Security” for several reasons, listed below.
The statutory principle of academic autonomy in the functioning of
universities and the lack of a standard, setting the body of knowledge necessary
for the effective exercise of a profession in the defence sector, is practically
encroaching the ability to control what and how is taught in Higher Education
Area 9 "Security" in the civilian, and especially, in private universities.
Here are a few comparisons: the curricula in military educational
institutions are consistent with the requirements of stakeholders and future
employers and approved by two ministers – the Minister of Defense and the
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Minister of Education. Moreover, no graduate of the military university or
college can advance in their career without the relevant practical experience this is guaranteed by the structure and content of curricula, as well as by the
legal restrictions for a minimum stay in rank and position, set forth in the
Republic of Bulgaria Defence and Armed Forces Act. There are no such legal
requirements applicable to people outside the defence sector when employing
them in the sector. Restrictions can be placed only through the job description
for a particular position. This does not exclude the possibility that people are
hired in the defence of directly after their graduation from university.
The principle of academic autonomy grants freedom to the teaching in
civilian universities, including content taught and methodological approaches
applied. There is no unified national standard setting:
• a minimum volume of knowledge necessary for effective performance of
employees in the defence sector;
• the structure and content of the material in the context of the above;
• the kind of knowledge is necessary to be acquired and the kind of
knowledge which contradicts the national interests, priorities and national
security of the Republic of Bulgaria.
Under such conditions, even though it may seem paradoxical, it is not
impossible for a Bulgarian university or college to train specialists so that they
obtain European diplomas, but when employed in the defense sector, those
specialists do not work for it constructively but destructively - deliberately or
due to lack of the necessary knowledge.
It is a well-established practice worldwide all the related to the security and
defense of the country, including the specialized knowledge and education, to be
under its immediate control. Bulgaria should not be an exception.
Introducing, through legislation, a regime of restriction in order to achieve
pragmatism in the acquisition of the educational degrees and qualifications
required for the practicing of professions in the defense sector, is an urgent
necessity. There is an already established analogue - any material production
pertaining to the defence sector is subject to a strict licensing regime,
compliance with established industry standards, and quality and sales control.
All of the above argues in support of the vision of the supremacy of
national interests over the state governance and the strategic management of
defence. Although the definition of national interests is not the subject of this
publication, in conclusion it should once again be emphasized that
communication, both in its direct and broader general meaning, between the
state government [7] and the strategic management of the defence should be
continuous, two-way, constructive and conducted professionally - as a process
of exchange of information and expertise. Even the best military strategy of the
country [8] can prove ineffective if not supported with understanding and
continuity on behalf of the state administration. The opposite is also true.
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Therefore, the subject of monitoring, evaluation and analysis of the author are
the responsibilities at both the national and sectoral level. The results will be
presented in a series of subsequent publications.

[1].
[2].
[3].
[4].
[5].

[6].

[7].

[8].
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The period for which it is considered that the information directly related to
the operation of the country’s defence sector retains its relevance is up to 5
(five) years and is determined by the level of access and the occupied
position.
Here the collective notion ‘state government’ means the legislative,
executive and judicial powers – as outlined in the classical theory for the
division of powers by Charles Montesquieu from 1748.
The term here is to be understood as the fundamental part of the military
warfare – theory and practice, whose subject is the military security of the
country.
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Introduction
Meeting the 21-st century and the developed global market, the
corporations and countries are at economic war for global resources and local
markets in order to accomplish economic supremacy. In relation to this the
biggest threat for each company is facing the perspective of disappearing as an
organization. [3].
Encroachments on company security have always been composite parts of
operative environment of organizations. Regular titles for industrial espionage,
business intelligence work and information retrieval show that the adequate
protection of social organization’s assets is becoming the global problem. The
uncertainty of the organization future is directly corresponding with forestalling
defining, foreseeing and counteracting against possible threats and
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encroachments. That’s typical for each shareholder including transnational
companies’ owners. [9].
The new challenges and threats in front of social organization’s security
including trade firms, corporations, companies, other firms etc. are characterized
with high stage of indefiniteness; they manifest themselves in complex
interdependence and they are hard to predict that give motives to impossibility
about effective counteraction using traditional powers and contrivances.
The economics of developed countries are entering upon the era of
intellectual management which corresponds directly with the era of counterintelligence. Taking management decisions is not depended on technological
level of development but mind’s achievements, ideas and innovations. That is
the reason why Alvin Toffler defines ,,Knowledge’’ in the book of his
,,Revolutionary Wealth’’ as one of the basic factors for modern global
revolution [1]. Because of this the number of managers who are occupied with
private counter-intelligence work increases and that’s the binding element of
business organization’s management that has extreme dynamics.
In order to create favorable conditions for achieving the mission of social
organizations, the transformation in their security policy is needed. The
transformation in policy, strategies and approaches is connected with complete
change that begins with reaction against environment changes in the security
sphere and continues with forming the faculties to guarantee security which are
based on planned and proactive counteraction against nowadays threats and
encroachments.
Exhibition
Economic independence under conditions of market economy makes
private sector completely responsible for its business organizations’ security. In
the context of current market characteristics the politics of company security
must be examined as a system of views, decisions and actions in the sphere of
security that create optimum conditions for business prosperity.
Under conditions of current competitive environment counteraction
against threats and encroachments caused by competitor’s intelligence work is a
requisite to company management. The effective counteraction of corporative
intelligent services could be guaranteed only by a private specialized security
office. In all developed economies the private security services of social
organizations are compulsory prerequisite for prosperity and keeping strategic
market positions. The notion of company security becomes more complex and
covers several different directions in this sphere. One of the elements of the
security services’ work is the operational counteraction against encroachments
and threats that can be defined as ,,the specific activity of the company security
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 7, 2015
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units that mainly aims to reveal, neutralize and support the public interception
of encroachments using specific ways and means’’[2].
In the democratic societies with developed market economy the natural
process is expanding the non-state system for protection of business security.
The country yields one part of its rights and functions to the stakeholder who has
actually an appetite for in order to guarantee stakeholder’s life, property and
interests. This makes corporative intelligence structures one of the elements of
national security system. It’s adopted that the company security under
conditions of market economy is a part of national security and analogically the
protection of company security is tightly bounded with national security.
In the process of business organization’s confirmation as a component of
national security system, business organization is an object of impact of various
and complex contemporary threats and encroachments like espionage,
unauthorized access to sensitive information, international terrorism, corruption,
destructive influences upon communication and information systems and nets,
organized crime, blackmailing, taking bribes, stealth in the corporative sector
etc. (Look Fig.1). All these activities are connected with unethical and illegal
actions that shouldn’t be underestimated and disregarded.

Possible encroachmetns
industrial espionage
unfair competition
intelligence work in favour of foreign strenghts
anti-constitutional activity
applying force or using very dangerous agencies
a threat for economic and financial stability of the company
disturbing the system of keeping facts, informations and subjects
that are an official secret
terrorism
anti-constitutional legal proceedings and dissemination of extremely
dangerous agencies
thefts, robberies, blackmailing, frauds, misuses, misappropriations
murders, physical injuries, kidnapping, compulsions etc.

Fig. 1. Possible crimes against business organization
At this instant the country doesn’t value the big role of the security of
private business organizations at the expense of its own economic security.
Predominated participation of the private sector into the state economy requires
guaranteeing its security in order to secure the state economy as a whole. The
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statement of governmental powers is that they keep distance from current
problems in the process of counteracting against encroachments and threats on
business security. This is the reason why at this moment there are still laws that
are not adopted which must regulate the activity of the corporative security
offices. At the same time the companies in the sphere of security prepare and
possess more and more personnel of good quality, set aside more and more
financial resources and have more and more modern equipment and
installations. Jo. Nachev gives as an example the existing private company that
has over 10 000 employees in the security office which surpasses in numbers all
staff , constituted by intelligent agents and secret service agents, in the
intelligent services in countries with dimensions as Bulgarian one [6].
Proactive counteraction against encroachment on company security is a
modern approach whichis applied in the sphere of security and contributes to
materialization of complex neutralization of various and interdependent sources
of threats and encroachments as well as reliable prevention of their negative
impact on social organizations. This approach in the sphere of security allow
adequate prioritization of the objectives and tasks of social organization along
with planned usage of its limited resources that makes possible creation of
conditions for effective strategic management.
The governmental security services have their own history, traditions and
experience in the context of intelligent work but from historical point of view in
the same context the services in Bulgaria are notably younger. Therefore, it’s
reasonable the working decisions concerning problems of operational
counteraction against encroachments on company security to be on the basis of
theoretical and practical experience of state intelligent work proceeding from the
assumption that they are multifunctional to each modern counter-intelligence
service [3].
The corporative leaders in the organization are responsible for
counteraction against threats and encroachments in organization. Unfortunately,
many organizations think counteraction equal to physical security, disregarding
proactive counteraction against encroachments and threats [4].
John Nolan warns that traditional methods of keeping company property
from thieves and illegal actions against company secrets aren’t effective any
more. The reason is the change in the intensification and the nature of threats
and encroachments. The country makes difference on purpose between
combating crime and counteraction against alien intelligent work. In both cases
the used contrivances and methods considerably differs from each other and this
notice should be taken in the context of organizing private sector’s security.
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If this is the starting point, it’s logical for company to develop and
improve interruptedly its own counteraction activity as an element of
counteraction against foreign intelligent work.
In maintenanceofthisopinion in order to guarantee the company security
by one general comprehensive way, the organization of business organization
defenseshould be done by a counter-intelligent cycle that inspects the
organization and management of counteraction against encroachments on
organization’s security. Counter-intelligent work must correspond exactly to
optimum information level measuring potential threats to security environment
and inadmissible encroachments on company security [4].
In this way the private counter-intelligent activity broadens the scope of
its work beyond corporation limits [6].
The private counter-intelligent work could be defined as ,,highly specialized
uninterrupted process for informing the company about potential threats and
encroachments on company security and neutralization of the threats and
encroachments on company’’.
This is possible through proactive counteraction if the environment of
company security is studied properly and kinds of counteraction activities are
applied on purpose. Companies with good strategy for counteraction which
include the counter-intelligent function have supremacy towards their
competitors because of the opportunity to forestall threats and changes in
operative environment on proper time.
Improving the organization security through process of proactive
planning, collecting and analyzing information about company security system
is a comparatively cheap mean to bring to zero the probability for
encroachments on the company. By virtue of this it’s important for the
companies to make their own corporative strategy for counteracting against
threats and encroachments on company security and organize trainings in order
to implement the strategy and achieve the strategic goal. One good strategy
could be an instrument of evaluation and helps reducing the threats without
compromising the good management.
The subject of encroachment on company security can be a country, each
organizational structure and each separate personality.
The difference between private counter-intelligent activity and state
intelligent work shouldn’t be searched for in the methods, ways and means of
work but in the way and restrictive conditions for their usage. The main
disparity comes from the restraints put on private security structure by the
current local legislation. The activity of the company security structures
shouldn’t contravene the law; it should obey the ethical norms in business
practice and develop in the reality of fair competitive rules. The motive is all
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company activities to be kept legal and regular in accordance with adopted
legislation.
Drawing the general conclusion leads to the next question with reason:
"Are our business organizations prepared and ready to defend their assets from
professional and complex attacks of local and foreign-owned competitors?“
Counteracting against encroachments and protection of business
information are corporative issues and that makes them one of the basic
problems of nowadays managers [15].
Adoption of one corporative strategy for proactive counteraction against
potential threats and encroachments is an obligation of organization’s
management staff.
According to the guide of Steve Whitehead the responsibility for
management of all forms of threats now is living with corporative leaders and
directors. Different people and functions in the company can give assistance to
them but the final responsibility is taken by corporative leaders and directors
[14].
The company security system inevitably has its own attitude to the
protection of company sensitive information. The actual approach to the
problem for working out the security measures should be built on the suggestion
that the competitor will take the most extreme actions and anticipation about
what repercussions the company will have on [4].
The security of business organizations is attained by creating its own
security subdivision that orientates the proactive activity in two directions:
saving incorporate secret information and obtaining information about security
environment in which the company operates. This approach is suitable for the
big transnational companies. In their case the security structure works in two
directions: intelligent work and counter-intelligent work.The process of counterintelligent work as a whole is composed by several stages with different kinds of
activities. The key stage is the proactive operational counteraction against
threats and encroachments against company security [3],[6],[12].
The benefit from using the proactive operative counteraction against
threats and encroachments on company security in today business world
becomes apparent in the examples where its rejection causes enormous losses
and reversely, its well-planned usage can boost the development of private
structure. The losses of the companies suffered through intelligent service’s
actions’ fault as well as their main competitors’ are enormous. The managers
know that each successful company can’t exist more than a week if its main
competitors become familiar with 20 % of its incorporate trade information [3].
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Conclusion
The practical side of the report is determined by the particular specifics of
business organization which is studied as one of the basic subsystem of national
security system of each country.
Under conditions of democratic market economy the security of private
structures becomes the substantial parameter of national security and each
governmental management office should realize that. When there are stateowned shares in one Ltd., the profitable relations between stakeholders should
be predictable. This is the only way that can guarantee its security and prosperity
under conditions of interruptedly increasing competition.
The legislative amendments in the sphere of the security sector that
favors the co-work between private and public sector should be done and be
directed to effective defense of national security in particular the security of
each business organization.
A complex approach about counteraction management against
encroachments in the sphere of company security is needed to counteract
reliably against contemporary global threats and encroachments and to build a
flexible dynamic security system, securing the social organization’s mission
accomplishment.
The proactive counteraction against encroachments in the sphere of
company security is a specific activity of the units responsible for company
security that aims basically to reveal, neutralize and support the public
interception of encroachments applying different ways and means.
The effective counteraction management against encroachments on
company security can be realized only through complex and synchronized
actions of the organization’s security units, the responsible authorities of
executive, legislative and judiciary power as the security units of particular
business organization have the main burden and responsibility.
The state and private counter-intelligent security services around the
world use the same strengths, contrivances, methods and forms of activity.
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Introduction
The basis for making science-based decisions in the management of natural
disasters is the availability of sufficient reliable and precise forecasts for the
development of the crisis. That is why in the world today are carried out intensive
applied science researches aimed at the development of mathematical models of
different types of crises. However, these problems are very complex and despite
intensive work on them, it requires some of the common patterns to be specified
for the relevant geographic regions so as to maximize the accuracy of the forecasts
for the development of natural disasters. Hence the need to properly identify and
define risk factors and threats.
In this regard, the purpose of the report is:
1. To identify and classify risk factors and threats for the occurrence of
natural disasters.
2. To identify potential hazards to which is exposed the territory of Bulgaria.
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Exposition
Everyone, depending on their experience and the environment in which they
develop, has a different idea and attitude to risk. Different types of activities and
professions define the term risk in different ways.
Risk can be defined as a combination of the probability of a particular event
and its consequences [2, 3].
Risk factors are the ones that favor the appearance of risk in a particular area
called risk area. The risk factor introduces object-specific factual dimension,
which assumes the risk.
For effective management of natural disasters it is necessary a proper
identification and definition of risk factors and threats. If a few decades ago
security was described primarily in military terms, currently perception of security
is much more complex and is associated with a stable and efficient operation of
all social systems in society. More and more attention is paid to environmental
threats, the rights and freedoms of citizens, health and social problems, budget
and trade deficits, macroeconomic stability, etc. The global society now faces the
non-military issues and security threats.
Potential hazards exist in the public and in the natural spheres. The risk of
their occurrence may be found at the interaction between these two systems, and
it is a very important role of the human factor that balances, organizes and
manages the process of this interaction.
Threat or danger of threat can be any breach of the relative stability of
security, regardless of the reasons for this instability. Unlike in the past, now the
risks are numerous and multifaceted, and therefore difficult to predict and assess.
Extended is the spectrum of new and specific risks and security challenges.
The main security threats have complex character. In the global world in
which we live, there is no country that cannot cope alone with the risks and threats,
and this reinforces the interdependence of policies undertaken at national and
international level. It is recognized that addressing and dealing with existing risks
and threats can be realized not through isolation but through cooperation and
integration. UN, NATO, EU, OSCE and other international organizations have an
important role in the security of European and Euro-Atlantic integration of joint
efforts to combat the risks and threats, prevention and timely response in case of
crises and post-conflict reconstruction.
Destabilizing risk factors and security threats can be grouped based on
various attributes:
 by place - internal and external;
 by nature - military and non-military;
 by duration - permanent and temporary;
 by areas of influence - political, socio-economic, informational,
environmental, natural, demographic, humanitarian, ethnic and religious;
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 by the extent of their occurrence and effects - real or potential, direct or
indirect, and others.
This distinction is arbitrary, since some of them appear combined. Typical
of modern situation is the occurrence of predominantly internal rather than
interstate conflicts. Global risks to the existence of humanity today require the
construction of specific national, regional and international resources to prevent
their occurrence or reduce their harmful consequences. Risk events can be
differentiated broadly into two main groups of criteria by the possibility of human
intervention [4]:
 events resulting from natural phenomena;
 events resulting from human activity.
In the group of events resulting from natural phenomena we can include:
cosmic cataclysms, earthquakes, floods, droughts, landslides and rock falls, high
winds, tornadoes phenomena, tsunamis, dust storms, forest and field fires, hail,
snow-drifts and icing, outbreaks of contagious diseases and epidemics among
humans, animals and plants. Within the territory of Bulgaria may occur, in varying
degrees, each of these phenomena, as most of them - snowdrifts and icing,
landslides and landslips, hailstorms and other occur annually or are in a constant
process of development.
In the group of events resulting from human activity are: accidents at sites
with hazardous industries, accidents with vehicles, terrorist activity, massive
violation of the statutory order in the state, financial, economic and political
events that endanger the well-being of large groups of people.
Risk assessment for the territory of Bulgaria requires targeted use of
significant scientific and expert resources for preparing, testing and evaluation of
specific scenarios for the origin and development of different types of crisis
situations.
Potential threats to Bulgaria
Potential hazards faced by the country's territory can be considered in three
main areas: infrastructure and regional location, business, and climate and
geography characteristics [1, 4].
Infrastructure and regional location under the influence of
denationalization, privatization and market economy are highlighted by economic
interests, and protection issues of businesses have remained in the background.
Favorable geostrategic position of the Republic of Bulgaria is an important
prerequisite for a busy road, rail, air and water transport to Central Europe, the
Middle East, the Baltic States and Russia. This creates conditions for accidents
related to the transport of dangerous goods, which may cause environmental
pollution and endanger the lives and health of people.
Within the country , in the process of developing and disseminating, are
communication transmissions of oil and gas (Figure 1). They are subject to control
in order to avoid risky situations in their functioning.
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Along the Danube River and the Black Sea, which connect us with the
countries of Central Europe and Black Sea basins, are transported large quantities
of petroleum products and accidents can occur with heavy oil spills and disastrous
environmental impact.

Figure 1: Transmission pipeline network of
the Republic of Bulgaria

Figure 2: Electricity grid of the Republic
of Bulgaria

In a complex crime situation it is quite possible deliberate causing of
accidents due to sabotage of oil pipelines, gas pipelines,power supply network,
theft and trafficking of radioactive sources (Figure 2). In some cases, it may result
in damage to the dikes, walls of reservoirs and other infrastructure and production
facilities. The expansion of some of these potential hazards can lead to escalation
of tension in a crisis situation that will evolve into crisis.
Business in the country is associated with the operation of multiple objects
of the energy, chemical, petrochemical, metallurgical and pharmaceutical
industries. Most of them operate with explosive, flammable, combustible and
highly toxic substances that can cause industrial accidents and fires with the
release of highly toxic substances. There is the possibility of a breach of
technological discipline and of safety regulations. All these circumstances
influence the vulnerability and risk status of the national economy.
Under adverse weather conditions different harmful substances can cause
pollution of the environment with cross-border impact.
Violating safety standards in the operation of Kozloduy NPP can lead to
destruction of the protective barriers causing an accident accompanied by the
release of radioactive products into the environment. Moreover, there can be
created complex radiation situation and radioactive contamination in an area with
a radius of 50 km.
The country has sites and companies working with technological sources of
ionizing radiation. In case of accidents and incidents in them it is possible to occur
local outbreaks that are dangerous for staff. They do not constitute an immediate
danger to the population but may become subject to abuse, criminal traffic and
radiation terrorism.
Within the country there are unexploded aviation, artillery, sea, and infantry
ammunitions of uncertain quality and location. Some of them have retained their
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combat capabilities and constitute a hazard. Improper handling could cause
possible major industrial accidents, related to casualties and considerable material
losses.
There are possible outbreaks of diseases due to insufficient control in trade
and the military export regime of animals and products.
From seismological point of view, 98% of the territory of the country can be
subjected to seismic impact. Bulgaria falls within the Alpine-Himalayan
seismological belt and is influenced by both internal and external seismic regions
with an estimated magnitude up to 8 on the Richter scale.

Figure 3: Seismic zoning of Bulgaria,
dated 1987

Figure 4: Map of recurrence period 475 in
accordance with EUROCODE 8.

As a result of studies conducted in Bulgaria, the territory is divided into three
seismic regions: North-East, Srednogorski and the Rila-Rhodope region (Figure
3) [1].
During the period 2007 - 2009 was conducted a new seismic zoning of
Bulgaria, which is in accordance with Eurocode 8 (Figure 4). In accordance with
the existing provisions, currently are applied parallel rules for design and
construction according to the seismic zoning from 1987, and the latest seismic
zoning in accordance with the EU 8 [1].
Climate and geography features define as potential threats the dangers of
earthquakes, floods, landslides, forest fires, heavy snowfalls, blizzards, icings,
extreme temperatures and drought, hail, strong winds and tornadoes [1, 4, 5].
Floods in Bulgaria occur mainly during the winter and spring season due to
the rapidly melting snow and heavy rainfalls. Significant flooding may occur
along the river Danube. It is possible for drifting ice formations to occur that
quickly rise the water level and cause disasters. Prolonged rainfall in the
mountains can cause flooding in the upper and lower course of rivers. Along the
coast of the Black Sea floods can occur in stormy, continuous eastern winds and
strong earthquakes in the sea. Potential threat to the population and the national
economy are the large dams and their floodplain areas, close to settlements,
important communication areas and agricultural lands.
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Landslides and abrasive areas which are active represent a threat to a number
of settlements along the Black Sea coast and along the river Danube (Figure 5).
The registered landslides in the country to the date of 31.03.2013 are 1755, with
a total area of 209,000 decares, of which 1164 are in urban areas [1]. Active and
periodically active landslides number is 692 with an affected area of about 58,000
decares. In 2011 and 2012 the number of newly registered landslides is 110.
Abrasive processes registered on the Black Sea coast have affected about 234
kilometers of coastline [4].
Зони на свлачищните процеси на територията на
Р. България според нивото на риска за активирането им

ЛЕГЕНДА:
1. ВИСОКО НИВО 2. СРЕДНО НИВО 3. НИСКО НИВО 4. БЕЗ РИСК
19/03/2008

Figure 5: Areas of landslides on the territory of the Republic of Bulgaria
according to the level of risk for their activation [1]

Our country is located in the temperate continental climate zone, which is
characterized by large temperature differences that can cause severe winters, frost,
snow-drifts, wind and hail, which often cause damage to crops. The sharp
fluctuations in winter temperatures lead to some snowfall accompanied by strong
winds. As a result, snowdrifts on the roads and the mountain railways are formed.
Icing of power lines and open communication facilities is something common.
Snowstorms as scourge appear every 2-3 years, and then large areas remain
with impaired electricity, water supply and disrupted communications. Annually,
about 50-60% of the country is threatened by snowdrifts.
Hail ,caused by spring and summer instability of the atmosphere, bring
extensive damage to agriculture and can therefore be attributed to particularly
dangerous natural phenomena.
During the hot summer days, particularly characteristic are large forest and
field fires arising from thunderstorms, technological human activity or intentional
ones. Fires can disrupt rail and road transport. As a result, substantial material
losses and damage may be caused, and they may disrupt the ecological balance in
the regions concerned.
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Dust storms known as "wind spout", are difficult to predict and cause
significant damage to property, forest areas and population.
Forecast and analysis of the potential hazards shows that they can lead to
serious difficulties in the normal operation of infrastructure in crisis areas.
Distorted are the vital control systems, the normal functioning of the national
economy, and the lives and health of the population are endangered.
The analysis of manifestation and characteristics of modern risks and
challenges shows that they are extremely heterogeneous and diverse. Therefore,
their detailed study requires the use of specific methods for each specific type of
crisis. To support the foregoing is the statistics in Table 1 which presents the crises
in Bulgaria for the period 2003-2013 [6].
Table 1: Distribution of the crises in Bulgaria for the period 2003 - 2013
Events of crisis
Fires
Landslides
Earthquakes
Droughts
Floods
Storms, Tornadoes
Hails
Snow storms (
Icings, Frosts
Accidents and
Emergencies
Pollutions
Epidemics
Оther disasters and crisis
events
total

2003
4002
239
14
13
285
111
17
99
16

2004
4467
238
31
0
531
115
40
82
1

2005
3801
392
9
0
1657
204
45
121
15

2006
3017
374
3
0
945
136
17
49
8

2007
6245
151
1
42
591
137
13
68
28

2008
6319
177
14
5
322
190
17
153
77

2010
1630
59
12
6
651
47
16
103
18

2011
2185
76
4
30
382
48
13
94
134

2012
3010
72
22
23
692
528
14
93
186

6292

1530

1341

4086

1077

1156

139
47

106
21

92
13

271
18

201
14

461

36

54

37

10975

7102

7600

8624

2013
764
51
6
3
547
89
13
50
20
1155

152
10

1937
45
12

5218
42
7

5858
7
7

19
7

23

14

21

9

2

2

8491

8482

4571

8268

10826

2728

The effects of those natural phenomena described, can be substantial for the
population, the infrastructure and the economy, and that is why our country can
be characterized by a particularly high degree of risk in this sphere. This requires
the legal regulation of the social relations, arising from disasters, which can
significantly reduce the risk.
Conclusion
Increase of risks and the threats of the occurrence of different types of natural
disasters in the country puts more strongly the questions about the effectiveness
of forecasting and planning at national, institutional, regional and object level.
Proper identification and definition of risks and threats is a criterion for good
security status. It also helps to effective risk management, which is expressed in
the ability to anticipate threats and minimize their adverse effects.
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Abstract: The report will set out a systematic introduction to the mathematical methods
that facilitate decision-making in many areas of human activity. Especially important are these
methods in solving problems in the management and decision-making in emergency situations.
The formation of strategic and tactical decisions, the governing body must take into account the
multiple and conflicting considerations of which to seek the most effective option.
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Introduction
An important part of the work of executive bodies is quick and timely
response to natural disasters. At formation of strategic and tactical decisions, the
control body must take into account the multiple and conflicting considerations
of which to seek an option, which under the existing circumstances is most
effective. This most effective option for management decision making is called
optimal. Therefore, if there are several options for building management strategies
we must consider all possible solutions and choose the best among them, which
is called an optimal solution. In terms of the development of the emergency
situation, the examination of all possible options is virtually impossible. This
necessitates the use of modeling and simulations of disaster situations, which is a
prerequisite for making science-based decisions in the management [1].
In this regard the purpose of the report is as follows:
1. To systematize the mathematical methods which support science-based
management decisions.
2. To characterize the structure of the studied processes by different signs in
order to find the best solution.
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One of the most important tasks in the study is the construction of models of
the studied objects. The activity in the construction, analysis and verification of
the model is called modeling. A basic concept in modeling is the term "model". It
means a simplified system with material substance or abstract nature, which
reflects only separate but important properties of the studied object, called the
"original" [1]. Often when we say the word "model" we want to emphasize the
difference between the real, objectively existing world and an imaginary abstract
model world, which is a product of our mind, and that "exists" in the form of
statements, formulas, mathematical symbols and connections and schemes, and
some other means.
There are several types of modeling that can be grouped into two major types
[2]:
 Materially-physical modeling - the model is implemented as a physical
object (experimental system, device, machine, etc.);
 Abstract-logical modeling - models are presented by means of
mathematics.
Modeling methods:
1) Physical modeling – models reproduce studied phenomenon in kind, while
retaining its physical nature. For this purpose are used specially built physical
models to which experiments have been conducted. The extent and nature of
similarity between the model and the original is carried out by so-called criteria
of similarity.
2) Mathematical modeling – models are built by means of mathematics and
are separate equations or systems of equations (algebraic, differential, integral,
etc.).
Mathematical models can be classified according to the following features
[1, 2]:
 According to the type of restrictive conditions and the target function,
mathematical models are linear and nonlinear. In common mathematical models
are linear because finding an optimum program of linear models is considerably
easier. For finding solutions of nonlinear models exist associates or iterative
methods that lead to solutions close to optimal. However, in many cases, the
results obtained from non-linear models significantly more realistically reflect the
actual process reviewed.
 According to the preliminary nature of the information, models are
divided into deterministic and stochastic. Deterministic models are those in which
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with full accuracy are formulated both the restrictive conditions and the criteria
for optimality. Stochastic models are those where there is uncertainty, i.e. the
source data of the model are of probabilistic nature. They should be evaluated for
the distribution laws of the respective random variables, which is not always
possible. Deterministic models are much simpler than stochastic. So often instead
of stochastic is considered deterministic model, ignoring the randomness of used
variables.
 Mathematical models can be further divided into static and dynamic. The
established mathematical model is static, when testing a process in a fixed period
of time, without taking into account changes occurring in time. Dynamic models
take into account the dynamics of the development process.
There are two groups of methods for constructing mathematical models analytical and experimental.
- Through analytical methods, the model is built by the laws describing the
processes in the target object. There are also a number of assumptions, whereby
is taken into account the relative importance of the parameters defining the target
object. Some odds and dependencies are obtained experimentally. The
mathematical model is checked for adequacy by specially fitted experiments and
using special numerical criteria.
- At the base of the experimental methods for mathematical modeling lies
the so-called principle of "the black box". The object of the study is presented
formally as a closed part of the environment - a black box, where unknown to the
researcher processes occur. The object interacts with its environment through a
number of input effects - factors and multiple output options - reactions defining
its operation and condition. On the basis of experimental information for input
factors and output parameters is obtained sufficiently complete information about
the object without knowing its internal structure. Through this information is built
a model linking the input factors and output parameters. Factors have different
nature and are divided into manageable and unmanageable.
The stages of constructing mathematical models through analytical methods
are shown in Figure 1, and through experimental methods are shown in Figure 2.
The models built under this scheme are only valid for the conditions under which
the experiments were built.
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Choice of basic laws describing the
studied object

Studying the conditions and
limitations of analytical modeling

Formation of mathematical model
(system of equations)

Analytically (numerically) solving
the system of equations

Conducting experiments to verify
the adequacy of the model

Is the model
adequate

No

Yes

Summary and interpretation of the
mathematical model

Figure 1: Mathematical models by analytical methods
A special case of mathematical modeling is the simulation modeling.
Simulation modeling is a research method, in which the system of examination
has been replaced by the model with sufficient accuracy. The aim is to experiment
with the model in order to obtain
information about the real system. Experimenting with the model is called
imitation.
The simulation model is a formalized description of the studied phenomenon
in its entirety. Most often it is a common logical-mathematical representation of
a system or operation, programmed to be solved by a computer system. One of
the disadvantages of the simulation modeling is that the resulting decision always
brings a private nature, responding to fixed values of the system parameters, input
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 7, 2015
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data and initial conditions. However, the simulation modeling is the most
effective method for the study of complex systems (sometimes practically the only
possible means of obtaining the necessary information for system behavior).
Another disadvantage is that the construction of the simulation model of a
system is too complex and laborious process, also requiring high various
qualifications.
Selection of the most important factors
and output parameters
Clarification of the limits governing the
permissible area for experimentation

Structural identification

Selecting the type of mathematical
model

Data collection for the object in
normal mode of operation

Data collection for the object
through a planned experiment

Determination of model parameters parametrical identification

No

Is the model
adequate

Yes
Summary interpretation of the
mathematical model

Figure 2: Mathematical models based on experimental data
In the social and natural fields, phenomena have mass character and therefore
their knowledge and management can be analyzed only by the statistical
approach. Regularities, detected by statistical study, are vital in the development
and application of statistical and mathematical models of the examined processes.
Studying past and present development of the
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phenomena and considering the fact that a sufficiently large number of
observations establish lasting causalities and trends allows to predict the future
development of the phenomena and with sufficient accuracy to provide the
expected consequences of this from various controlling impacts. Thus open up new
ideas and approaches to the management, and the most appropriate and effective management
decisions can be made.

Statistical survey of relationships and dependencies in natural disasters
The study of relations and interactions between the phenomena and
processes in natural disasters is one of the most important and complex tasks that
stand before scientific knowledge. By analyzing the relationships and
dependencies are revealed and learned the laws of the state and development of
the phenomena and processes. The analysis of the causes of a condition or any
subsequent changes, makes it possible to identify measures to regulate the
management process. To take measures to eliminate confounding factors (errors),
it is necessary to explore and analyze their impact on specific conditions.
Disclosure of various factors and reasons justifying deviations from the normal
rhythm of work are carried out by specially organized research. Through
statistical analysis are examined the quantitative relationships between
influencing factors and results.
The specific tasks in the study of relationships and dependencies are:
 To investigate whether the relationship of interest between the phenomena
objectively exists and how it is manifested in practice. Here, when examining,
methods to test the hypotheses are applied.
 To model existing dependencies. Regularities, to which is subordinate the
dependence, is represented by a mathematical expression.
 To find the quantitative ratios, which are generated by the studied
relationships and dependencies.
Statistical estimates and their properties [4, 5]
Let us assume that as a result of experiment is obtained the sample of test
data 𝑉 = { 𝑣1 , 𝑣2 , . . . , 𝑣𝑚 } the distribution of which has a known mathematical
form but containing some unknown parameters. Basically there are infinitely
many functions of the sample that can be offered as estimates of parameters of
interest. Therefore arises the problem of selecting the most accurate assessment.
It should be borne in mind that since each estimate is a function of the sample, it
is an observed value of a random variable. Therefore cannot be predicted the
individual importance of assessment in this particular case and the quality of the
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assessment should be judged only on the distribution of its meanings, which
manifests itself in a long line of tests. Hence:
𝑎̂𝑗 = 𝑅𝑗 (𝑉 ),
𝑗 = 1,2, …
(1)
and here 𝑎̂𝑗 is the assessment received by function 𝑅𝑗 of the sample 𝑉, and "𝑎 "
is the point whose values are the real searched meanings of the parameters.
For comparing the estimates obtained by different statistical methods are
introduced the following main characteristics of the assessments [3, 4, 5, 6]:
 Unbiasedness. Let 𝑀[𝑎̂𝑗 ] denote the mathematical expectation of the
random variable 𝑎̂𝑗 . If 𝑀[𝑎̂𝑗 ] = 𝑎, the assessment 𝑎̂𝑗 is called unbiased.
Unbiased estimates in some cases prove to be too complex functions of the
results of measurements. Therefore, to simplify calculations we use estimates,
where the absolute magnitude of the shift in 0 𝑚 → ∞ tends to 0. Such
assessments are called asymptotically unbiased.
Effectiveness. If the bulk density distribution of 𝑎̂𝑗 is concentrated in a small
neighborhood around the point 𝑎, then it is likely to be considered that the
assessment differs from the true meaning only by a small quantity. In this sense,
the assessment is the more accurate, as the less the dissipation of its true meaning
is. Kramer has shown [5] that for some general conditions the average square
deviation 𝑀[𝑎̂𝑗 − 𝑎]2 is limited from below by a positive number 𝑐 depending
only on the function of the distribution of 𝑎̂𝑗 , the size of the sample 𝑚 and the
displacement 𝑏(𝑎) which is given by the equality
𝑀[𝑎̂𝑗 ] = 𝑎 + 𝑏(𝑎)
(2)
The ratio:
𝑒[𝑎̂𝑗 ] =

𝑐

𝐷[𝑎̂𝑗 ]

(3)

where 𝐷[𝑎̂𝑗 ] is the dispersion of the random variable 𝑎̂𝑗 , is called the efficiency
of the assessment 𝑎̂𝑗 . It is evident that:
0 ≤ 𝑒(𝑎̂𝑗 ) ≤ 1.
(4)
If in (4) is reached equality on the right, it means that 𝐷[𝑎̂𝑗 ] has received its
nominal possible value and 𝑒(𝑎̂𝑗 ) = 1. If estimating only one parameter, and the
assessment by unbiased "c" is represented by the famous inequality Cramer-Ra
[3, 4, 5]. In [6] it is shown that the above considerations are valid and when the
evaluated parameters are more than one, but not infinite. However, the
generalized dispersion is used, which is the determinant of the covariance matrix
of the multi-dimensional random variable 𝑎̂𝑗 .
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The term ''effective assessment'' was introduced by Fischer and as noted
above expressed strictly mathematical our intuitive understanding of the most
accurate assessment. Kramer showed [6] that the effective assessment of a single
parameter is the only one valid.
If in effect:
lim 𝑒(𝑎̂𝑗 ) = 1
(5)
𝑚→∞

then this assessment 𝑎̂𝑗 is called asymptotically effective.
 Consistency. The assessment 𝑎̂𝑗 is called consistent if during an unlimited
increase in the volume 𝑚 of the sample 𝑉, it strives more likely to "𝑎", i.е.:
lim 𝑃({𝑎̂𝑗 − 𝑎} < 𝐸) = 1
(6)
𝑚→∞

where 𝑃 is the probability of the event {𝑎̂𝑗 − 𝑎} < 𝐸, аnd {𝑥} is the norm of the
vector 𝑥, which is defined by the terms:
1) {𝑥1 } = 0, if 𝑥1 = 0, and {0} = 0;
2) {𝑐𝑥1} = |𝑐|{𝑥1 }, in any numerical factor "с";
3) {𝑥1 + 𝑥2 } ≤ {𝑥1 } + {𝑥2 }.
The choice of one or another rate is determined by the terms of the statistical
task that must be resolved.
 Sufficiency. Let us assume that the family 𝐹 of admissible values of the
sample 𝑉 is set. Statistics 𝑠 is a function of observations 𝑠 = 𝑆(𝑉) and in the
general case 𝑆 is a vector.
Statistics 𝑠 [4, 5] is called sufficient for the family 𝐹 if the conditional density
of distribution of 𝑉 to 𝑠 remains the same for all distributions of 𝐹.
The term ‘’sufficient statistic’’ was introduced by Fischer to denote these
statistics, which contain all information about estimated parameters that can be
derived from the available sample.
 Minimum sufficiency. Statistics s is called minimum sufficient [4, 5], if
while storing the property sufficiency it is impossible to further reduce the data
compared to s.
As far as 𝑎̂𝑗 is a random variable, then it is not possible to accurately
determine the degree of proximity of 𝑎̂𝑗 to 𝑎, but if you know the laws of
distribution of the considered parameters it can be found how likely it is that these
parameters turn out to be in a series of measurements within certain limits. Such
an approach to the evaluation of search parameters is called evaluation using
confidence intervals. Under confidence interval we mean one with random edges
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that with sufficiently high probability covers the true meaning of the unknown
parameters.
From the considerations up to here it appears that the choice of methods for
statistical processing of the results of research in order to achieve high accuracy
it is necessary to use:
1) minimal sufficient statistics, which allows by using minimum statistical
material to find the assessments in search;
2) constant, effective and cogent assessments.
Conclusion
Regularities which are detected by statistical study are vital in the
development and application of statistical and mathematical models of disastrous
processes. Studying past and present development of the phenomena and
considering the fact that a sufficiently large number of observations establish
lasting causalities and trends allows to predict the future development of the
phenomena and with sufficient accuracy to foresee the expected consequences of
any type of controlling impacts. Thus new ideas and approaches to the
management open up and the most appropriate and effective management
decisions can be taken.
To study the relationships and dependencies various methods are used. The
choice of a method depends on the purpose of the survey and the available
information. There are various possibilities for combinations of the signs by
which to be presented a given dependency to reality. According to these
combinations are used different methods of examination of the considered
relationships.
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